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Risk Precedent 

	MAR – Third party confirmation


If you are not a Dentons UKME lawyer, you may only use this document on terms and subject to the limits on liability you can access by clicking HERE.  By using this document you agree to accept those terms and limits.

1 Introduction

The matter for [insert name of client] (Client) with respect to [insert details of the matter] (Matter) where the matter partner is [insert name of partner] (Matter Partner) has been opened as a “Price Sensitive” matter.  This means only the individuals in the team selected by the matter partner (Matter Team) will be able to access Matter documents or record time.  It also means that those on the Matter Team will have their details listed on an Insider List.

You must follow the requirements set out below when acting on this Matter.  You will not be able to access documents or add members to the Matter Team until you have confirmed you agree to these requirements by clicking the acknowledgement at the end of this email.

2 Insider information and Insider Lists

As you will have access to Inside Information (i.e. information that would be likely to have a significant effect on the price of financial instruments if made public) your matter has been opened as a Price Sensitive matter. 
All staff who are on the Matter Team (and therefore have access to the Inside Information) will have their details listed on an Insider List. An Insider List is a list of people who have access to Inside Information. The Insider List will include details such as the staff members’ date of birth, National Identification Number and personal contact details. Access to the Insider List will be restricted to Dentons UKME's General Counsel, the Head of Conflicts and senior Risk members. Under our regulatory obligations, where the client is an issuer they must also have access to the Insider List. 

Failing to secure Inside Information correctly could expose you, the firm and individuals to civil and criminal liability under insider trading and market abuse regulations.  Any resulting dissemination of Inside Information to unauthorised persons could also breach our contractual duties and ethical duties to clients.
3 Conditions relating to this information barrier

It is very important that if a new staff member joins the Matter or is given access to Inside Information relating to this Matter, they must be added to the Matter Team. This is also the case where you engage with another global Dentons office or where you use other law firms, specialist services or your business services teams (such as accounts or IT). It is your responsibility to make sure those assisting persons have given their consent to work on the Matter and are aware that their personal details will be added to the Insider List.
You must ensure that:
· all Matter documents use code names where appropriate;
· all Matter papers are kept securely locked away when not being worked on and no person can bring back Matter papers sent to storage without the express written consent of the Dentons UKME Head of Conflicts;
· matter-based document security is applied to all Matter correspondence, documents, notes or other papers held by the firm electronically so they cannot be read except by the Matter Team 
· if the Client's identity is itself inside information, ensure the matter name and description are protected and code names are used when appropriate;
· if fax communication is likely, you put in place confidential fax arrangements; 
· only members of the Matter Team arrange all printing and copying of Matter documents to prevent any other person reading them;
· so far as possible, incoming and outgoing mail on the Matter is sent in envelopes marked "Strictly Private and Confidential: Addressee Only" or words of similar effect; 
· As above, you make the Client and outside advisers, such as accountants, who are likely to be communicating with the firm on the Matter aware of the confidentiality arrangements in place for the Matter,
· only the Matter Team may read Matter correspondence and other Matter related documents;
· no documents or information concerning the Matter may be circulated, distributed or shown to, or discussed with or in the presence of any other person at the Firm other than members of the Matter Team (subject to the below); and
· if you share an office with someone who is not on the Matter Team, that person does not have access to inside information. In particular, you must make sure confidential information is protected in telephone and other conversations.
It is a statutory requirement that you acknowledge and accept the contents of this email prior to working on the matter. If you do not accept the terms of this email you will be unable to work on this matter. 
 [Acknowledgement Request]
Acknowledgement by all Matter Team members.
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