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TECHNOLOGY IN THE WORKPLACE — A BRIEF OVERVIEW

— By Catherine Coulter. © Dentons Canada LLP.

| have trouble programming my television and need my teenage daughter to lend a hand. | also know that | am not
alone in this world of rapidly changing technology. It is of little wonder then, that even the best HR professionals can
sometimes use a reminder of best practices when it comes to the use of technology in the workplace. This
ever-changing area encompasses so many technological issues that this is only intended to provide a very high-level
overview.

Workplace Surveillance

For employers in a unionized workplace or employers which are federally regulated (e.g., banks, telecoms), collective
agreements and federal privacy legislation respectively set out strict parameters with respect to what sort of workplace
surveillance is permitted. For employers in British Columbia, Alberta, and Quebec, applicable provincial privacy
legislation may also set out parameters with respect to permitted workplace surveillance. For all other employers, the
workplace surveillance findings of the Privacy Commissioner of Canada are instructive but not generally applicable.

With regard to the Privacy Commissioner’s findings, the use of video surveillance and GPS is generally not permitted for
productivity management although it may be permitted if the employer can show a bona fide safety or security reason
for the surveillance. In those cases, employees should be given advance written notice of the surveillance and the
surveillance must be reasonable in scope. On the other hand, unionized workplace arbitration findings sometimes
permit keystroke monitoring to manage productivity, but it is considered intrusive and other means of monitoring
productivity should be used if possible.

Computer Use in the Workplace

Much has been written about the extent to which employers can monitor an employee’s computer use in the
workplace, particularly in light of the Supreme Court of Canada’s 2012 decision in the case of R v. Cole. In that
decision, the Court held that employees have a reasonable expectation of privacy in connection with personal
information on workplace computers. This criminal decision involving Charter rights is only directly applicable to public
sector employers, but it gives employers some idea of where the courts may go on this issue in the future.

As a result of this decision and the apparent desire of the courts to protect employee personal information even when
located on company property, it is absolutely necessary for employers to have a computer use policy which confirms
that: (i) the employer's computer systems are company property and should only be used for company business; and
(ii) employees should understand that they have no expectation of privacy when it comes to personal information
when using the employer’s computer systems. Employees should be regularly reminded about the policy and asked to
confirm their understanding and agreement.

Teleworking

The two biggest issues with allowing employees to work from home are productivity and confidentiality. With respect
to confidentiality, employers should assist in the set-up of the home office and insist upon some or all of the following
protections: (i) home computers which are password enabled, email encrypted, firewalled, and/or subject to biometric
ID; (ii) all company work must go through the company’s internal network through a platform such as Citrix;

(iii) sensitive company and customer information should not be maintained on laptop computers, cellphones, or other
portable devices; (iv) hard copies of sensitive company or customer information kept at home should be stored in a
locked filing cabinet; and (v) home computers used for work purposes should not be accessible to family members. It is
also a good idea to conduct periodic checks in order to ensure that your employees are following proper procedures.

Social Media

If your organization decides that it wants to permit social media in the workplace, drafting a good policy is your
starting point. Among other things, the policy should: (i) make it clear that employees cannot use social media to
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disclose company or customer confidential information, engage in workplace gossip, do anything discriminatory or
harassing, or otherwise say anything which might harm the company or its customers; (ii) advise employees that their
use of social media may be monitored; (iii) advise employees that the use of social media at work is for work purposes
only; (iv) require workplace bloggers to identify themselves by their real names and make it clear that the views
expressed are not necessarily those of the organization (unless the organization requires blog entries to be approved
prior to posting); and (v) require employees to have a stand-alone work account for their blogs so that they do not use
a personal account for work-related matters.

Online Recruiting

To understand what you can and cannot do on an online basis when it comes to recruiting, you need to understand
what you can and cannot do offline. One of the general rules of thumb is that you cannot make a decision to not hire
based on an employee’s age, race, religion, ethnicity, sexual orientation, etc. If an employee is looked up online before a
decision is made whether or not to hire, or even whether or not to interview, one runs the risk of finding out
something about the employee’s personal background which could lead to a human rights complaint. As a result, it
remains best practice to interview first, and then make any hiring decision subject to reference checks and other
background checks (and to obtain the prospective employee’s consent for those checks before undertaking them).

Closing

Although technology is ever-changing and some of the issues set out above will become non-issues with the passage of
time and technologies, the one constant thread which runs through most of these issues is the need to have strong
policies which outline what is and isn’t permitted in the workplace. Notwithstanding the same, employers should be
aware of the fact that employees may have reasonable expectations of privacy in the workplace, even when using
company technology.

PROGRAMS AND INITIATIVES

Ontario Human Rights Tribunal Publishes Policy on "Canadian Experience”
Requirements

On July 15, 2013, the Ontario Human Rights Commission (“OHRC") announced the launch of a policy entitled “Policy
on removing the ‘Canadian experience’ barrier”. According to a press release:

The new policy sets out the OHRC’s position that a strict requirement for “Canadian experience” is
discriminatory, and can only be used in rare circumstances. Employers and regulatory bodies need to ask
about all of a job applicant’s previous work — where they got their experience does not matter. The policy
also tells employers and regulatory bodies how to develop practices, policies and programs that do not result
in discrimination.

The new policy is available at:
http://www.ohrc.on.ca/en/policy-removing-%E2%80%9Ccanadian-experience %E2%80%9D-barrier.

Ontario Appoints Panel To Review Minimum Wage System

The Government of Ontario has announced the establishment of a Minimum Wage Advisory Panel. The panel will be
tasked with reviewing the province’s minimum wage system. According to a press release, the panel will provide advice
as to how Ontario’s minimum wage should be determined, after consulting with stakeholders such as workers,
anti-poverty advocates, and business and labour groups.
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Saskatchewan Developing New Employment Regulations

The Government of Saskatchewan is seeking feedback on the development of regulations that will accompany the
province’s new employment legislation, The Saskatchewan Employment Act. This new legislation will repeal 12 pieces of
employment and labour legislation and consolidate them into a single, comprehensive Act.

A discussion paper on the regulations has been posted on the Ministry of Labour Relations and Workplace Safety's
website (www.lrws.gov.sk.ca/modernizing-legislation). Interested parties are invited to submit comments until
September 27, 2013.

This current review focuses primarily on employment standards and labour relations. A further review of occupational
health and safety regulations will be addressed later.

More details about The Saskatchewan Employment Act can be found in the Canadian Employment Law Guide Newsletter
No. 140, dated December 2012, and the Canadian Employment Law Guide Newsletter No. 143, dated June 2013.

The Saskatchewan Employment Act, SS 2013, c. S-15.1, (formerly Bill 85) received Royal Assent on May 15, 2013. It has
not yet been proclaimed in force.

DID YOU KNOW ...

... That Newfoundland and Labrador Has Released New Guidelines
on Gender Identity and Gender Expression?

Newfoundland and Labrador’'s Human Rights Commission recently published new guidelines that provide
advice with respect to discrimination on the basis of gender identity and gender expression.

Gender identity and gender expression are not specifically named in the province’s Human Rights Act, 2010,
however, complaints for discrimination and harassment based on these grounds have been accepted under the
protected ground of sex.

The guidelines include definitions of the terms, examples of discrimination, and suggestions for
accommodation. The guidelines are not law or legal advice, but are meant to help employers, employees,
service providers, and the public interpret the law and various legal decisions.

The guidelines are available online at www justice.gov.nl.ca/hrc/publications/gender_guidelines.pdf.
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Defending Class Actions
in Canada, 3rd Edition

Author: David I. W. Hamer, McCarthy Tétrault LLP

Defending Class Actions is the essential Canadian resource
for businesses that may become defendants in class action suits,
and their legal teams.

This book outlines the procedural machinery of Canadian class
actions and the law that governs them, provides strategic
analysis on managing the risks they entail, and explains the most
important recent developments and trends.

\/ What's New in the 3rd Edition:

ltem No: B846 » Increased Accessibility of Class Proceedings
Price: 5165.00 » Current Trends in Certification Standards
Pages: 400

+ Evolutions in Pre-Certification Defence Strategies
Published: + State of Play for Multi-Jurisdictional and National Cases
December 2011

« What's New in Securities Class Actions

4 easy ways to order

1. Call 1-866-850-7467 3. Email cservice@cch.ca
2. Fax 1-800-461-4131 4. Online www.cch.ca/CLASSCCH
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