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Not uncommonly, employees may forward infor-
mation back and forth between personal and pro-
fessional e-mail accounts. The reasons for this
practice vary. Sometimes it is so that the employee
can work on a matter while travelling. In these cas-
es, the employee sometimes faces a real or simply
perceived systems limitation. For example, the em-
ployee may not have remote access, the remote ac-
cess authentication procedure may be perceived to
be cumbersome, or certain functions (such as print-
ing) may not be available. However, a more nefari-
ous purpose may potentially exist for moving
information back and forth between personal and
professional e-mail accounts, such as the misuse or
misappropriation of confidential information.

Recently, Elizabeth Denham, British Columbia
Information and Privacy Commissioner (IPC),
examined this issue in the context of an investiga-
tion into whether personal information was shared

between the British Columbia government and the
British Columbia Liberal Party in contravention of
public sector privacy legislation.' It is important to
note that no evidence of inappropriate sharing was
found.’

However, the IPC raised concerns over the ex-
change of government information across work and
personal e-mail accounts. In particular, the IPC was
concerned that the use of personal e-mail accounts
might involve improper disclosure of personal
information contrary to the B.C. Freedom of
Information and Protection of Privacy Act
[FIPPA].” In particular, the storage of e-mail
(containing personal information of British
Columbians) outside Canada could violate s. 30.1
of the FIPPA that provides:

A public body must ensure that personal information in its

custody or under its control is stored only in Canada and ac-
cessed only in Canada, unless one of the following applies:

(2) if the individual the information is about has identified
the information and has consented, in the prescribed man-
ner, to it being stored in or accessed from, as applicable,
another jurisdiction;

(b) if it is stored in or accessed from another jurisdiction for
the purpose of disclosure allowed under this Act;

(c) if it was disclosed under section 33.1 (1) (i.1) [certain
disclosures relating to payments].
In addition, the use of e-mail providers that mine
the content of the e-mail for the purposes of provid-
ing targeted advertising could involve a disclosure
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outside Canada in violation of's. 33.1 of the FIPPA. separation of government roles from roles
This section prohibits disclosing personal infor- they may have in a political party.

mation outside Canada unless one of the exceptions e The BC Liberal Party should ensure that

in that provision applies. employees and volunteers have similar

The IPC made a number of recommendations for training regarding separation of roles."
change: The issue of sharing between personal and profes-
¢ Provide training on the use of personal sional e-mail accounts is particularly acute in the
e-mail accounts for government business, public sector where such sharing may have the ef-
including ensuring compliance with the fect (however inadvertently) of undermining rec-
FIPPA’s restrictions on storing or disclos- ord-keeping obligations and the public’s rights to
ing personal information outside Canada. access government information. However, the issue

e Ensure that all records relating to govern- should be of equal concern in the private sector

where such sharing has the potential to subvert in-

ment business are located in government- ) ) . ]
formation security policies, data retention pro-

controlled information management

systems grams, and access to personal information requests

under privacy legislation and to complicate the

* Provide employees with sufficient techno- process of collecting and preserving documents in

logical resources to ensure that they do not litigation.

have a reason to use personal e-mail in the

Investigation Report F13-04, Sharing of Personal Information as
Part of the Draft Multicultural Strategic Outreach Plan:
Government of British Columbia and the BC Liberal Party,
[2013] B.C.LLP.C.D. No. 21 [Investigation Report].

1bid. atp. 3.

FIPPA, R.S.B.C. 1996, c. 165.

Investigation Report, supra note 1 at p. 25.

course of government business.

e Ensure that government employees
have mandatory privacy training on the
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