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Civil Procedure

Standing

In Spokeo Inc. v. Robins, the Supreme Court held that proving an injury-in-fact for Ar-

ticle III standing purposes requires showing that the injury actually exists and isn’t specu-
lative. Attorneys from Dentons US LLP look at the standard’s current application in
identity-theft cases. They also suggest ways to avoid liability in those cases, including
proper notification after a data breach and the use of encryption.

Spokeo One Year Later:
Courts Split Over Whether Identity Theft Risk Confers Standing After Data Breach

By Josuua D. Curry aND PETER Z. STOCKBURGER
Both before and after the U.S. Supreme Court’s May
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2016 decision in Spokeo Inc. v. Robins, in which the
Court clarified the standard for alleging a sufficiently
concrete ‘““injury-in-fact” under Article III, the lower
courts have wrestled with whether a plaintiff in a data-
breach case who has alleged the threat of future iden-
tity theft has stated a sufficiently “concrete” injury to
establish Article III standing to sue in federal court.

Although most courts have found the threat of future
injury alone, without more, does not constitute a suffi-
ciently concrete injury-in-fact for standing purposes,
the circuit courts are split on what injury allegations are
sufficient to satisfy this standard. The Sixth, Seventh,
Ninth and D.C. Circuits have all recognized the threat
of future injury in a data breach case can satisfy Article
II’s injury-in-fact requirement. The First, Second, Third
and Fourth Circuits have disagreed.

We examine this circuit split by looking at the factors
and facts used by the courts to determine whether alle-
gations of threat of future identity theft are sufficient to
establish the “concrete” injury required for standing
purposes. We also provide some practical suggestions
and identify trends in this evolving area of law.

Spokeo, Clapper and Article lll Standing

The Supreme Court has made clear that the “irreduc-
ible constitutional minimum” of Article III standing to
sue in federal court consists of three elements: (1)
injury-in-fact; (2) causation; and (3) redressability. Lu-
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jan v. Defenders of Wildlife. To establish injury-in-fact,
the plaintiff must show an invasion of a legally pro-
tected interest that is “concrete and particularized” and
““actual or imminent, not conjectural or hypothetical.”

In Spokeo, the Supreme Court reiterated and applied
these standing requirements to a case arising under the
Fair Credit Reporting Act (“FCRA”). There, the plaintiff
alleged a FCRA violation after defendant Spokeo pur-
portedly published incorrect information about the
plaintiff on the company’s people-search website, in-
cluding information that purportedly would have hurt
his employment prospects, dating prospects and/or
reputation.

The district court dismissed the suit, citing a lack of
standing for failure to plead an adequate injury-in-fact.

On appeal, the Ninth Circuit reversed, finding the al-
leged violation of the FCRA alone to be a sufficient
injury-in-fact for standing purposes.

The Supreme Court reversed, and stated that a plain-
tiff cannot automatically satisfy Article III’s injury-in-
fact requirement whenever a statute grants a right and
purports to authorize a suit to vindicate that right.
Moreover, an injury-in-fact for standing purposes re-
quires an injury that is “concrete and particularized[.]”
(emphasis added).

Because the Ninth Circuit’s analysis focused on “par-
ticularity” only and ignored the ‘“‘concreteness” re-
quirement, the Supreme Court remanded with instruc-
tions to consider both factors.

The Supreme Court in Spokeo explained that for an
injury to be “concrete,” it must be “de facto”—or in
other words, the injury must “actually exist” and not be
“abstract.”

“Concrete” is not synonymous with ‘“tangible.” Al-
though tangible injuries, like economic loss or physical
harm, may be easier to recognize, an “intangible” in-
jury can be sufficiently concrete to establish Article III
standing if the intangible injury “has a close relation-
ship to a harm that has traditionally been regarded as
providing a basis for a lawsuit in English or American
courts[,]” or if Congress has defined the particular in-
jury as one that will *“ ‘give rise to a case or controversy
where none existed before.” ”” Id. (quoting Lujan, (Ken-
nedy, J., concurring).)

Congress’s role in identifying and elevating intan-
gible harms, however, does not mean that alleging a
statutory violation automatically satisfies the injury-in-
fact requirement. Article III standing still requires a
concrete injury.

Spokeo also cited the Court’s 2013 decision in Clap-
per v. Amnesty Int’l USA, which held future intangible
injury will be considered “concrete” for the purpose of
Article III standing if it is “certainly impending.”

In Clapper, the Court explained that “certainly im-
pending” does not mean “literally certain[.]” Instead,
standing may be found ‘“based on a ‘substantial risk’
that the harm will occur, which may prompt plaintiffs to
reasonably incur costs to mitigate or avoid that harm.”

The plaintiffs in Clapper were U.S.-based attorneys,
human rights, labor and media organizations who al-
leged their work required them to communicate with
foreign individuals who were likely targets of surveil-
lance under the Foreign Intelligence Surveillance Act
(“FISA”). The plaintiffs alleged an injury based on an
“objectively reasonable likelihood that their communi-
cations [would] be acquired” under FISA “at some
point in the future.”

The Court rejected the plaintiffs’ theory and found
that the “highly attenuated” chain of possibilities un-
derpinning their claims was “too speculative” to satisfy
the requirement that the injury be ‘“certainly impend-
ing.”

Divergent Court Views on ‘Concrete’ Injury

Applying Spokeo and Clapper, the circuit courts ap-
pear to be split on the question of whether alleging the
threat of future identify theft, alone, is sufficient to al-
lege a concrete injury for standing purposes in data-
breach and privacy cases.

Of the courts to address the issue, the Sixth, Seventh,
Ninth, and D.C. Circuits have recognized that such alle-
gations can establish an injury-in-fact. The First, Sec-
ond, Third, and Fourth Circuits have come out in the
opposite direction.

Threat of Future Identify Theft Sufficient

The Sixth, Seventh, Ninth, and D.C. Circuits have
each found an allegation of a threat of future identity
theft sufficient to state a concrete injury for standing
under Article III where the plaintiff alleges his or her
personal information was stolen for the purpose of ob-
taining and using that information to harm plaintiff.

In the Sixth Circuit’s decision in Galaria, for ex-
ample, the plaintiffs alleged “hackers” breached defen-
dant’s computer networks and directly “stole the per-
sonal information” of plaintiffs and 1.1 million others,
creating an “imminent, immediate and continuing in-
creased risk” of harm that the plaintiffs would be sub-
ject to future identity theft. The Sixth Circuit found
these allegations to be sufficient to state a concrete in-
jury under Article III because the “hackers” allegedly
targeted plaintiffs’ personal information directly.

Plaintiffs also alleged defendant had informed them
of the breach in a letter that “advised taking steps to
prevent or mitigate misuse of the stolen data, including
monitoring bank statements and credit reports for un-
usual activity[,]”” offered a “year of free credit monitor-
ing and identity-fraud protection of up to $1 million
through a third-party vendor[,]” and ‘“suggested that
Plaintiffs set up a fraud alert and place a security freeze
on their credit reports.”

According to the Sixth Circuit, because the plaintiffs
alleged that the theft of their personal data placed them
at a “continuing, increased risk of” fraud and identity
theft beyond the speculative allegations of ‘“possible fu-
ture injury” that were found to be insufficient in Clap-
per, the court found there was no ‘“‘speculation” be-
cause plaintiffs alleged their data had already been sto-
len and was “now in the hands of ill-intentioned
criminals.” The court also noted that the defendant rec-
ognized the severity of the risk, “given its offer to pro-
vide credit-monitoring and identity-theft protection for
a full year.”

The Seventh Circuit reached a similar conclusion in
Remijas v. Neiman Marcus, where the plaintiffs alleged
“hackers” attacked Neiman Marcus and “stole” their
credit card numbers. The plaintiffs also alleged that
Neiman Marcus had learned fraudulent charges ap-
peared on the credit cards of some its customers, dis-
covered potential malware in its computer systems,
publicly acknowledged the attack, and sent notification
to customers who had incurred fraudulent charges on

7-6-17 COPYRIGHT © 2017 BY THE BUREAU OF NATIONAL AFFAIRS, INC. LW

ISSN 0148-8139


http://www.bloomberglaw.com/public/document/Lujan_v_Defenders_of_Wildlife_504_US_555_112_S_Ct_2130_119_L_Ed_2/2
http://www.bloomberglaw.com/public/document/Clapper_v_Amnesty_Intl_USA_568_US_398_133_S_Ct_1138_185_L_Ed_2d_2
http://www.bloomberglaw.com/public/document/Clapper_v_Amnesty_Intl_USA_568_US_398_133_S_Ct_1138_185_L_Ed_2d_2
http://src.bna.com/rq4
http://www.bloomberglaw.com/public/document/Remijas_v_Neiman_Marcus_Grp_LLC_794_F3d_688_2015_ILRC_2291_7th_Ci/1

their cards. The plaintiffs filed a putative class action
complaint, alleging the ‘“hackers deliberately targeted
Neiman Marcus in order to obtain their credit-card
information|[.]”

The court found the allegations to be sufficient under
Spokeo and Clapper because they went “far beyond”
those asserted in Spokeo by identifying an increased
risk of future fraudulent charges and alleging the per-
sonal information was stolen directly by hackers for the
purpose of targeting said information. According to the
court, “[w]hy else would hackers break into a store’s
database and steal consumers’ private information?
Presumably, the purpose of the hack is, sooner or later,
to make fraudulent charges or assume those consum-
ers’ identities.”

The Ninth Circuit in Krottner v. Starbucks Corp.
reached a similar decision based on allegations that a
laptop stolen from Starbucks contained the ‘“unen-
crypted names, addresses, and social security numbers
of approximately 97,000 Starbucks employees.”

The plaintiffs alleged Starbucks sent a letter to af-
fected employees, including plaintiffs, alerting them of
the theft, and stating that Starbucks had “no indication
that the private information has been misused.” Star-
bucks also stated in its letter that employees should
monitor their financial accounts carefully for suspicious
activity and take appropriate steps to protect them-
selves against potential identity theft. Starbucks offered
affected employees credit monitoring services for one
year.

Examining jurisprudence in other contexts wherein
future injury was found sufficient to confer standing,
such as in the context of environmental claims, the
court found that the plaintiffs had alleged a ‘“‘credible
threat of real and immediate harm stemming from the
theft of a laptop containing their unencrypted personal
data.”

If, however, the plaintiffs’ allegations were ‘“more
conjectural or hypothetical—for example, if no laptop
had been stolen, and [plaintiffs] had sued based on the
risk it would be stolen at some point in the future[,]”
the court would “find the threat far less credible.”

District Courts in the Ninth Circuit have reached
similar conclusions. See, e.g., In re Adobe Sys., Inc. Pri-
vacy Litig. (finding allegations sufficient where hackers
were alleged to have deliberately targeted Adobe’s serv-
ers, spent several weeks collecting names, usernames,
passwords, contact information and credit card num-
bers, and some of the stolen data had already surfaced
on the internet); In re Sony Gaming Networks & Cus-
tomer Data Sec. Breach Litig. (finding allegations suffi-
cient where hackers allegedly stole personal informa-
tion and the information was wrongfully disclosed as a
result of the intrusion).

The D.C. Circuit in Attias v. CareFirst, characterizing
standing at the pleadings stage as a “low bar,” deter-
mined standing was sufficient where plaintiffs alleged
their “credit card and social security numbers” and
“health insurance subscriber ID numbers” were stolen
in a data breach.

The district court had dismissed plaintiffs’ complaint
for lack of Article III standing because it read the com-
plaint as failing to allege theft of credit card or social se-
curity numbers. But the D.C. Circuit disagreed with this
narrow reading of the complaint.

The D.C. Circuit noted plaintiffs’ complaint defined
the allegedly stolen information as including “credit

card and social security numbers,” which the complaint
alleged was information that identity thieves could use
to open new financial accounts, incur charges in an-
other person’s name, and commit various other finan-
cial misdeeds. Thus, the appeals court found the com-
plaint plausibly alleged the breach placed plaintiffs at a
substantial risk of identity theft.

In addition, the D.C. Circuit found another indepen-
dent basis for meeting Article III’s injury-in-fact re-
quirement: plaintiffs also alleged theft of their names,
birthdates, email addresses, and “health insurance sub-
scriber ID numbers.” The risk of “medical identity
theft” in which a fraudster impersonates the victim and
obtains medical services in her name, the court found,
was an additional basis to find a substantial risk of iden-
tity fraud.

Citing the Seventh Circuit’s decision in Remijas, the
D.C. Circuit concluded the purpose of the hack was,
sooner or later, to make fraudulent charges or assume
those consumers’ identities, and thus determined plain-
tiffs’ had alleged a “‘substantial risk of harm exists al-
ready, simply by virtue of the hack and then nature of
the data that plaintiffs allege was taken.” The court
characterized this harm as “much more substantial
than the risk presented to the Clapper court,” and suf-
ficient to satisfy Article III's requirement of an injury in
fact.

Threat of Future Identity Theft Insufficient

The First, Second, Third, and Fourth Circuits have
come to different conclusions in similar cases.

In Reilly v. Ceridian Corp., the Third Circuit found
that the plaintiffs’ alleged purported increased risk of
identity theft was too hypothetical and speculative to es-
tablish a ““certainly impending” injury-in-fact under Ar-
ticle III. There, the plaintiffs were employees of a law
firm that had contracted with a third party for payroll
services. That third-party suffered a security breach
when “unknown hackers” infiltrated its system and
“potentially gained access to personal and financial in-
formation” belonging to the plaintiffs.

The court noted it was ‘“not known whether the
hacker read, copied, or understood the data.” The pay-
roll company sent letters to potential identity theft vic-
tims, informing them of the breach, and arranged to
provide them with one year of free credit monitoring
and identity theft protection.

Based on the facts, the plaintiffs alleged they suffered
an “increased risk of identity theft[.]”

The district court granted the defendants’ motion to
dismiss, and the Third Circuit affirmed.

According to the Third Circuit, the plaintiffs’ allega-
tions were too ‘“hypothetical” because they relied on
‘“speculation that the hacker: (1) read, copied, and un-
derstood their personal information; (2) intended to
commit future criminal acts by misusing the informa-
tion; and (3) was able to use such information to the
detriment of [plaintiffs] by making unauthorized trans-
actions in [their] names.”

The court stated that unless and until these “conjec-
tures come true,” plaintiffs have “not suffered any in-
jury; there has been no misuse of the information, and
thus, no harm.”
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The Third Circuit held unless a plaintiff’s
‘conjectures come true,’” they haven’t ‘suffered any
injury; there has been no misuse of the

information, and thus, no harm.’

Likewise, in Katz v. Pershing, the First Circuit found
that a brokerage account-holder’s increased risk of un-
authorized access and identity theft was insufficient to
establish an “actual or impending injury” after the de-
fendant failed to properly maintain an electronic plat-
form containing her account information.

The plaintiff alleged that ““there is an increased risk
that someone might access her data and that this unau-
thorized access (if it occurs) will increase the risk of
identity theft and other inauspicious consequences.”

The court found that ‘“‘the risk of harm that she envi-
sions is unanchored to any actual incident of data
breach.” Therefore, the court found this “omission [to
be] fatal; because she does not identify any incident in
which her data has ever been accessed by an unauthor-
ized person, she cannot satisfy Article III’s requirement
of actual or impending injury.”

In the Fourth Circuit’s decision in Beck v. McDonald,
plaintiffs alleged that an unencrypted laptop computer
and four boxes of pathology reports, each containing
private medical information, were stolen from a Veter-
an’s Affairs center.

Relying on Clapper, the Fourth Circuit found that the
plaintiffs failed to state a ‘““certainly impending” injury
because even after extensive discovery they uncovered
no evidence that the information contained on the sto-
len laptop or in the four missing boxes of medical re-
cords had been “accessed or misused” or that the mate-
rials had been stolen with the intent to steal “private in-
formation.”

The Fourth Circuit analyzed the circuit split dis-
cussed above, and distinguished the decisions in
Galaria and Remijas on the basis that each had “com-
mon allegations that sufficed to push the threatened in-
jury of future identity theft beyond the speculative to
the sufficiently imminent,” including the allegation that
the “data thief intentionally targeted the personal infor-
mation compromised in the data breaches.” In contrast
in Katz and Reilly, the Fourth Circuit noted that no such
allegations were present. The Fourth Circuit also re-
jected the Sixth Circuit’s inference of a substantial risk
of harm of future identity theft based on “an organiza-
tion’s offer to provide free credit monitoring services to
affected individuals[,]”” and recognized that as breaches
fade further into the past, the plaintiffs’ threatened in-
juries “become more and more speculative.”

Finally, and most recently, the Second Circuit, in
Whalen v. Michaels Stores, Inc., affirmed a District
Court’s dismissal of claims for breach of implied con-
tract for lack of standing because the plaintiff failed to
allege a cognizable injury “from the exposure of her
credit card information following a data breach at one
of Michaels’ stores.”

The plaintiff in Whalen made purchases via credit
card at a Michaels store on Dec. 31, 2013. On Jan. 14

and 15, unauthorized attempts were made to charge
over $1,500 to her card, but no fraudulent charges were
actually incurred, and she canceled her card on Jan. 15,
2014.

On Jan. 25, 2014, Michaels issued a press release say-
ing there had been a possible data breach of its system
involving theft of customer credit card and debit card
data. The company offered potential victims of the at-
tack 12 months of identity protection and credit moni-
toring services.

The District Court held the allegations did not suffice
to establish Article III standing because the plaintiff did
not allege she incurred ‘““any actual charges on her
credit card, nor, with any specificity, that she had spent
time or money monitoring her credit.”

The Second Circuit agreed, holding that the plaintiff
did not allege a “particularized and concrete injury” be-
cause she “never was either asked to pay, nor did pay,
any fraudulent charge[,]” and because she did not al-
lege “how she can plausibly face a threat of future
fraud, because her stolen credit card was promptly can-
celed after the breach and no other personally identify-
ing information - such as her birth date or Social Secu-
rity number” was alleged to have been stolen. The court
also noted that the plaintiff plead no “specifics about
any time or effort that she herself has spent monitoring
her credit.”

District Courts following these standards have like-
wise rejected standing where insufficient facts were
pled to show the bad actor specifically targeted the
plaintiffs’ personal information. See, e.g., Polanco v.
Ompnicell, Inc. (unclear from allegations whether the
plaintiffs’ information was taken); Storm v. Paytime,
Inc. (plaintiff did not allege information was misused or
that misuse was impending).

Takeaways

As the courts continue to wrestle with these difficult
questions, the following key takeaways and trends are
notable:

® Be Careful How the Breach Is Described: Entities
should take care in how a breach is described when no-
tifying affected individuals. If the notification describes
the suspected bad actor and motivations with particu-
larity, for example, affected individuals may use that
language to allege a concrete injury. Entities should be
cognizant of the myriad state laws that require detailed
notification, and coordinate with litigation counsel to
ensure compliance with state law does not unnecessar-
ily expose the entity to future liability in data-breach
litigation.

® No Good Deed Goes Unpunished: Offering miti-
gation services after a breach may come back against
the entity in data-breach litigation. In Galaria, for ex-
ample, the Sixth Circuit used that exact behavior to bol-
ster its finding that the plaintiff had pled a sufficient
concrete injury. Although the Fourth Circuit rejected
this approach in Beck, entities should nonetheless be
aware that offering services outside of those required
by state law may expose the entity to future liability.

® Use Encryption: If data is encrypted, there may be
a stronger defense available to challenge standing. In
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Krottner, for example, the Ninth Circuit found that the
plaintiffs had alleged a credible threat of real and im-
mediate harm, in part, because the laptop stolen con-
tained unencrypted personal data. Likewise, in Adobe,
a district court found that the bad actors were able to
decrypt the personal information of the plaintiffs and
expose them to future injury, because the encryption
software used was deemed insufficient under industry
standards. In Beck, however, the personal information
on the stolen laptop was unencrypted, but the court did
not discuss this issue when it found the allegations to be
insufficient to establish standing. These cases illustrate
the importance of quality and industry-tested encryp-
tion when storing personal information, which is often
required under state law.

m Defenses After the Pleadings Stage: Even if a mo-
tion to dismiss to challenge standing is not successful, a
similar motion at the summary judgment stage may be
successful. The timing of the breach, for example, may
provide an argument that the threat of future injury has
been mitigated (e.g., because no harm has been demon-
strated during discovery in the case). The Seventh Cir-
cuit in Remijas and the Fourth Circuit in Beck both rec-
ognized the potential viability of this defense. The indi-
vidualized nature of each plaintiff’s threat of future

injury may also serve as a defense against class certifi-
cation under Federal Rule of Civil Procedure 23.

® Don’t Forget Causation and Redressability: Al-
though the focus of this article is on the first element of
standing, that of injury-in-fact, the two other elements
of standing, causation and redressability, are also im-
portant to consider. The Sixth Circuit in Galaria, for ex-
ample, examined all three. The Ninth Circuit in Krott-
ner only addressed injury-in-fact. And the dissenting
opinion in Beck noted that the Fourth Circuit should
have affirmed the order dismissing the underlying com-
plaint on the issue of causation and not injury-in-fact.
All three elements should be examined carefully in
data-breach litigation to determine if there is standing
under Article III

Conclusion

Data breaches are not slowing down. As technology
develops, the capability to attribute malicious cyber ac-
tivity becomes more certain, and challenges to standing
in data-breach litigation continue to evolve, businesses
must stay alert in this area of the law and monitor court
developments in order to prepare for and to mitigate
against future harm and liability.
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