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Dentons’ Privacy and Cybersecurity lawyers operate at the intersection 
of technology and law. We understand that data is one of your core assets, 
driving insights and enabling development of valuable new products 
and services.

The collection, use and storage of personal information is subject to an 
increasingly complex framework of laws and regulations around the world. 
Monetary penalties for violating these laws are severe and reputational 
damage can be irreparable. 

Leverage our knowledge of these requirements to design real-world 
strategies to unlock the power of your data while building trust in your 
brands. We work with you to enhance disclosures, strengthen compliance 
and implement integrated risk management programs that create a strong 
control environment as a springboard for innovation.

In addition to proactive counseling, we offer strategic insight when you 
need to respond to crises. For example, we work side by side with clients 
to manage data breaches by directing forensic analysis, remediating 
vulnerabilities, understanding legal requirements and coordinating 
communications with people whose information was compromised.

Our Privacy and Cybersecurity group in Kazakhstan works across all sectors 
offering a full complement of counseling and advice, regulatory and 
litigation services, including: 

•	 Data breach and cybercrime
•	 Global data transfer solutions
•	 Compliance with local privacy laws
•	 Information governance and records management
•	 Privacy impact assessments and risk management
•	 Security policies and bring your own device (BYOD)
•	 Government and law enforcement data requests
•	 Public sector issues and freedom of information
•	 Digital media privacy and CRM strategy
•	 Outsourcing and HR solutions
•	 Litigation and e-discovery 
•	 Mergers and acquisitions
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Japanese oil company:

Advising on personal data protection issues; 
preparation of consent forms for collection and 
processing of personal data; review of codes and 
policies on data protection.

Multinational British oil service company:

Advising in connection with cross-border 
data transfers.

World’s largest e-commerce platform:

Advising on various questions in relation to data 
protection as part of the client’s planned major 
activities in Kazakhstan.

European food-delivery platform:

Advising on various data protection issues 
in Kazakhstan.

American multinational technology company: 

Advising on various questions in relation to data 
protection as part of the client’s planned activities 
in Kazakhstan. 

Multinational pharmaceutical group:

Advising on personal data protection issues as part 
of a potential acquisition of a Russian brand portfolio 
from another pharmaceutical company.

Multinational specialized nutrition company:

Advising on the regulation of personal data and 
online contracts.

Multinational management consulting firm:

Advising on confidential data collection. 

MLM/direct sales company that sells 
cosmetics products:

Advising on various data protection issues 
relating to contracts with companies’ 
representatives, in particular, the collection 
of data and further processing of personal data 
of active and non-active representatives.

Multinational pharmaceutical company:

Advising on various data protection issues related to 
contracts with company representatives, in particular, 
on the collection and processing of personal data of 
active and passive company representatives.

Multinational pharmaceutical company:

Advising on the regulatory protection of confidential 
information related to pharmaceuticals.

Major manufacturer of construction and 
mining equipment, diesel and natural gas 
engines, industrial gas turbines and diesel-
electric locomotives: 

Advising the client on the transfer of personal data 
of employees to third parties, drafting of necessary 
consent forms.

Representative 
experience
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© 2021 Dentons. Dentons is a global legal practice providing client services worldwide through its member firms and affiliates.  
This publication is not designed to provide legal or other advice and you should not take, or refrain from taking, action based on its content.  
Please see dentons.com for Legal Notices. 

ABOUT DENTONS

Dentons is the world’s largest law firm, connecting talent to the world’s challenges and opportunities in more than 
75 countries. Dentons’ legal and business solutions benefit from deep roots in our communities and award-winning 
advancements in client service, including Nextlaw, Dentons’ innovation and strategic advisory services. Dentons’ 
polycentric and purpose-driven approach, commitment to inclusion and diversity, and world-class talent challenge the 
status quo to advance client and community interests in the New Dynamic. 

dentons.com


