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I OVEEVIEW

Canadian privacy law has been evolving in response
to the rapidly changing digital landscape. This
trend began in 2012 with the Court of Appeal for
Ontario’s decision in Jones v Trige (Jones).! which
recogmized the tort of mntrusion upon seclusion i
Ontario. In June 2015, another major development
in Canadian privacy law occurred when the Digital
Privacy Act (Bill $4) received Royal Assent? The
Digital Privacy Act enacted several amendments to
the Personal Information Protection and Electromic
Documents Act (PIPEDAY . federal legislation which
governs the collection, use and dissemination of
personal mformation by private sector orgamzations.
The Digital Privacy Act provides for the establishment
of privacy breach notification requirements whach,
once in force, will require orgamizations to disclose
prvacy breaches where there 1s a “real nsk of
significant harm™ *

The authors of the 2015 Class Action Defence
Quarterly article “Privacy Breaches: The New
Frontier in Class Actions™ observed that breach of
privacy class actions were becoming increasingly
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common and accurately predicted that this trend
would continne with the enactment of the Digital
Privacy Act.” Since 2015, there has been an increase in
the number of class proceedings based on privacy and
cybersecurity breaches demonstrating that privacy
breaches present sigmificant legal and reputational nisk
for private sector organizations.® Once in force. the
breach notification requirements under PIPEDA may
increase the risk that proceedings will be commenced
in the wake of a privacy or cybersecurity breach.”

Thas article examines recent judicial and regulatory
treatment of privacy breach incidents and assesses
the effect of post-breach conduct on organizations’
exposure i this fast developing area in both the
regulatory and class action contexts. We will begin
by outlining recent legislative developments, the
existing voluntary reporting program administered
by the Office of the Pnivacy Commuissioner of Canada
{OPC) and relevant breach investigation reports from
the OPC. We will then address recent class action
settlement approval decisions that also address the
post-breach conduct of defendant organizations.
Notwithstanding the increasing number of privacy
related obligations on private organizations, reports
of regulatory investigations and existing case law
suggest that appropniate and pro-active post-breach
conduct may help reduce the attendant risks facing
private sector organizations.

II. RECENT LEGISLATIVE DEVELOPMENTS

As set out above, breach notification requirements
were mtroduced by the Digital Privacy Act in 2015
but are not yet in force. Privacy law experts expect
PIPED.A"s mandatory notification provisions to come
into force once regulations have been finalized. and
have urged organizations to develop comprehensive
privacy compliance programs and policies in the
interim.?® The mandatory notification regime has
three key requirements: (1) reporting to the OPC;
(11) notifying affected individuals; and (1) dihgent
record keeping of all breach mncidents ®

The obligation to report to the OPC and to
notify affected individuals will be triggered if
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the breach constitutes a “real risk of sigmificant
harm”. “Sigmficant harm™ 1s defined broadly as.
“bodily harm, humiliation. damage to reputation
or relationships. loss of employment. business or
professional opportumties, financial loss, identity
theft, negative effects on the credit record and damage
to or loss of property” '’ In determining whether a
given breach meets the notification threshold, factors
such as the sensitivity of the information involved in
the breach and the likelihood that such information
will be misused should be considered. Once the “real
risk of significant harm™ threshold 1s met, notification
to the affected mdividuals and reporting to the OPC
should be made “as soon as 1s feasible™ !

In addition to notification obligations, organizations
will be required to document systematically all
breaches of secunity safeguards, even if such breaches
do not constitute a “real risk of significant harm™ "
“Breach of security safeguards™ 1s defined by PIPED4
as “the loss of nnauthorized access to or unauthorized
disclosure of personal information resulting from a
breach of an orgamization’s security safeguards that
are referred to 1 Clause 4.7 of Schedule 1 or from a
failure to establish those safeguards™ ¥ Accordingly.
under the new regime. it will be mmportant for
organizations to be cognizant of the various ways in
which a breach could occur and to exercise diligent
record keepmng.

III. GUIDANCE FROM THE OPC’S VOLUNTARY
BEEACH REPORTING PROGRANM AND
INVESTIGATIONS

While the PIPEDA’s mandatory breach notification
provisions are not yet in force, a voluntary
breach notification program administered by
the OPC has been in place since 2007 The
OPC’s voluntary program closely resembles the
mandatory regime under PIPEDA. For instance,
the voluntary program encourages organizations
to report “material” privacy breaches to the OPC
and provide notifications to affected individuals
while PIPEDA. as discussed above, will require
notification where there 1s a “real risk of significant
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harm Compliance with the OPC’s voluntary
breach reporting program has. no doubt, helped
organizations strengthen their privacy compliance
regimes and become familiar with the upcoming
notification requirements under PIPEDA.

In Canada. organizations that have reported
breaches to the OPC have done so under the
voluntary reporting program. Importantly, a number
of the OPC’s breach incident investigations following
these breach notifications have concluded that
organizations that complied with the full scope of the
voluntary breach reporting program responded in a
satisfactory manner to the triggening breach mcident.
The OPC’s reports include details of particular
breach mcidents and the privacy practices of affected
organizations. These reports help identify where and
how privacy and cybersecunty vulnerabilities mught
arise withun particular sectors. The OPC’s reports
identify remedial measures that it has consistently
found to be satisfactory — information which may be
helpful to orgamzations looking for gmdance. m the
absence of detailed direction from a significant body
of case law, on appropriate post-breach conduct once
PIPEDA s mandatory notification regime comes into
force. Three noteworthy OPC imnvestigation reports
are discussed in greater detail below.

A) Marcu 2014 — Dara LosT v TransIT (INSURANCE
SECTOR)

In March 2014, an mnsurance company experienced
a data breach when files containing personal
information regarding customers went mussing in
transit.'S As soon as the company became aware of the
wcident, 1t notified the affected indrviduals and the
OPC.'" Further, the company implemented remedial
measures mcluding a free credit monttoring service
to affected indrviduals and the implementation of new
and enhanced data protection safeguard practices.!®
The OPC’s investigation revealed that the company’s
privacy practices at the time of the breach incident
were iadequate ' However. the OPC found that
the mcident was resolved due to the breadth and
timeliness of remedial measures taken
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B) Jury 2015 — CyeerarTack o Onime CoONTEST
Datanase (CoMMERCIAL SECTOR)

In July 2015, a commercial organization suffered a
cyberattack on its online database, which contained
personal information about its online contest
entrants 2! As soon as the breach was confirmed, the
organization reported the incident to law enforcement
authorities and the OPC 2 In addition. 70,000 affected
individuals were notified and an independent
cyber forensics mvestigator was retamned ™ The
investigator determined that flaws in a third-party
hosting service provider’s cybersecurity had resulted
in the breach.*® The remedial measures taken by the
organization included mandatory privacy traiming
for all employees and the implementation of a new
policy requiring consultation with the orgamization’s
legal department before engaging with any third-party
online service provider.” As a result of these remedial
measures, the OPC was “satisfied with the actions

taken by the company in response to the breach™ %

C) Feeruary 2016 —Mass Manwe Erzor
(Foiawcial SErvICES SECTOR)

In February 2016, a data breach at a financial
institution was discovered when a customer
received someone else’s RRSP tax contribution
statement in the mail ¥ The organization reported
the incident to the OPC and notified the affected
clients.*® The organization’s investigation revealed
that the breach was caused by an error that occurred
during the automated print production process.”
The orgamization’s remedial measures included
providing customers with new statements_ offering
a free credit monitoring service, mmplementing
enhanced controls and safeguards, and increasing
the internal monitoring of customers’ accounts.
In addition. the organization asked its customers
to destroy the incorrect statements and further
instructed its employees to destroy any returned
incorrect statements® In its report. the OPC
recommended that other organizations take similar
steps 1n response fo data breaches ansing from
mailing errors.*

D) Lessons Learwep rroM THE OPC INvESTIGATIONS

The OPC investigations described above confirm
that compliance with the voluntary breach
reporting program has allowed organizations to
avoid negative regulatory findings, which could
otherwise lead to a penalty under PIPEDA ¥ In
addition. the investigation reports demonstrate
that certain breach-specific responses will be
considered appropriate and satisfactory by the
OPC. For instance, where the breach was caused
by a third party service provider’s inadequate
security measures, implementing a new policy
that requires consulting with the legal department
before engaging with any online service provider
was satisfactory. Where the breach was caused by a
fatlure in employee oversight, providing additional
privacy training was an appropriate response. While
there are various appropriate situation-specific
breach responses. some consistent responses are
also observed. These include: reporting to the OPC;
notifying affected individuals; and offering a credit
monitoring service where financial data 1s atrisk_ As
discussed below, these consistent factors also play
an important role in settling class actions arising
from privacy and cybersecurity breaches.

IV. GUIDANCE FROM DATA BREACH CLASS
ACTION SETTLEMENT APPROVALS

Two recent decisions from the Ontario courts offer
guidance on how organizations can take active
steps to minimize liability in breach of privacy
class proceedings: Maksimovic v Sony of Canada
Ltd. (Sony)* and Drew v. Walmart Canada Inc.
(Walmarf).”* both of which were commenced
following breach notification to customers. The
decisions suggest that remedial and notification
efforts, such as those described 1 the OPC reports
above, will not go unnoticed by the courts.

A) T=E Sovy Case

In 2011. Sony’s PlayStation Network suffered a
third party cyberattack, through which the third
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party sought access to account holders™ personal
information. Upon discovering the attack., Sony
temporarily shut down its networks ** When services
resumed, Sony offered a “welcome back™ package to
the returning account holders, including free content
and subscriptions discounts.’’ Notwithstanding the
“welcome back™ package, class proceedings were
commenced against Sony. The allegations mncluded
breach of privacy rights and breach of contract

The parties i Sony agreed to settle the class
proceeding. Key settlement terms included
reimbursements of up to a maximum of $2 500{CAD)
per claim to account holders who could demonstrate
thatthey sufferedidentity theft asaresultofthe mcident
and a cash refund of any unused account balances *
These settlement terms constituted a significant
reduction from the claimed amount of $500 mullion
(CAD)* In approving the settlement. the Ontario
Superior Court of Justice took into consideration the
value offered by the “welcome back™ package and the
fact that there had not been any 1dentity theft resulting
from the cyberattack.* The Court further held that
“[t]he Settlement Agreement reflects the state of the
law, including possible damage awards. for breach of
privacy/intrusion upon seclusion and loss/denial of
service claims™ #

B) Tue Waradrr Case

In 2015, Walmart expenienced a data breach when
third parties accessed Walmart customers’ personal
and financial information. ¥ Walmart directly notified
individuals affected by the breach. Following
notification. a class action was commenced alleging,
among other things. breach of contract, breach of
confidence, violation of privacy and intrusion upon
seclusion *

The settlement terms approved by the Ontario
Superior Court of Justice included: a credit monitoring
plan for any member of the class who made a
valid claim to the maxmum cumulative value of
$350.000(CAD) and reimbursements to any member
of the class who incurred out-of-pocket losses as a
result of the data breach to the maximum cumulative
value of $400.000(CAD).*

C) Lessons LEARNED FROM THE SETTLEMENT
ArprovaLs

The Somy and Walmart decisions illustrate that
where organizations take timely and appropriate
remedial action, high-profile data breaches will not
necessarily result in costly settlements. even where
the breach affects a large number of people. In Sony,
the claim for $500 million (CAD) was reduced to a
cash refund of existing PlayStation account balances
and a maximum reimbursement of $2_ 500 (CAD) to
each class member that could prove identity theft as
a result of the breach incident. In Walmart, a credit
monitoring service and reimbursement were offered
to any class member who made a valid claim. These
settlement approval cases are consistent with the
OPC’s mvestigations and highlight the importance
of appropniate remedial measures (mcluding credit
monitoring services where financial data is breached)
in helping to reduce defendant exposure 1n the class
action context (depending on the nature of the data
breach at 1ssue).

V. CONCLUSION

Class actions arising out of privacy and cybersecunty
breaches appear to be on the mise in Canada In
light of Jones and the rapid development of digital
technologies, private sector organizations are faced
with increasingly stringent privacy and consumer
protection laws. The anticipated mandatory breach
notification provisions under PIPEDA will also
require ofganizations to take an active role in
minimizing harm to individuals affected by a data
breach. As demonstrated by the OPC’s reports,
comphance by way of diligent and prompt breach
notification to relevant stakeholders can help contain
the legal risks. and associated financial burden. of data
breaches. Notwithstanding these benefits of breach
notification. breach notifications are often the tngger
for the commencement of class actions and help to
identify the class members_ * Breach notifications can
also attract media coverage of the imncident which can
damage the organization’s reputation and marketplace
confidence ¥
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As industries become increasingly reliant on digital
mnformation, compliance with breach notification
requirements and demonstrating satisfactory
post-breach conduct may become a part of what it
means to be a good corporate citizen i Canada. As
privacy and cybersecurnity class actions continue to be
certified, private sector orgamzations should develop
and implement a breach response plan, particularly
in anticipation of the upconung mandatory breach
notification regime. In doing so. organizations should
consider the particulars of their cyber vulnerabilities,
provide proper breach response traming to their
employees, and ensure that third-party service providers
also have adequate security measures in place.
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