RADENTONS

Cybersecurity and Data Breach Response

Every organisation

has a business interest

and a legal obligation
to take appropriate steps to
protect its data and systems

and deal with incidents swiftly
and effectively when
they happen.

Data and cyber
security breaches are a top
corporate concern, exposing
an organisation to

. significantrisks

Key risks
include loss of data,
systems downtime,
disruption to BAU, very
significant fines and litigation
risk as showcased by recent
high-profile regulatory
investigations, significant

fines and court , Taking the
cases. " right approach to

cybersecurity compliance
and dealing with incidents
swiftly and efficiently when they
happen is essential, but can be
challenging, especially
if approached
on a global scale.

Market leading dedicated team: our privacy and
cybersecurity specialists bring our insights, confidence
and enterprise to the fore in everything we do for our
clients. With 55 partners and 95 associates advising

in 100+ jurisdictions worldwide, Dentons has one of
the most sophisticated and largest dedicated privacy
and cybersecurity teams across the globe with deep
privacy and cybersecurity expertise in every region.

Proven track record: we have extensive
experience advising on all aspects of data
and cyber security compliance and incident
preparedness. Our lawyers have dealt with
hundreds of breaches.

Global cover: We can act rapidly when cross-border
data breaches occur. Our global team includes leading
privacy and cybersecurity lawyers in 100+ jurisdictions
worldwide, with an additional external network of
privacy and cybersecurity specialists in regions where
we do not have office locations.

Local expertise: in keeping with Dentons’
polycentric approach, our lawyers are in and of

the community which they serve and are immersed
in the local culture, norms, expectations, legal
traditions and business practices.

Understanding your sector: Dentons advises clients in
some of the world’s biggest and most dynamic sectors,
including financial institutions, aviation, technology,
media and communications, energy and retail.

Tier1:

Data Protection,
Privacy and
Cybersecurity
- Legal 500, 2021

Multidisciplinary teams: Our cybersecurity team
includes experts across legal practices, such

as financial regulatory, litigation, asset recovery,
investigations and labour law relations. Together, we are
well positioned to help you identify and implement the
optimal business solution.

Partnerships: We have partnerships and trusted
relationships with leading cybersecurity consultancies,
digital forensics, intelligence, investigations, insurance,
e-discovery, legal tech solutions, call centre support,
communications and PR support. We facilitate and
work closely with specialist service providers to meet
any requirements.

Innovation: Dentons is at the forefront of innovation,
whether in relation to legal tech or developing
non-legal service lines, constantly looking for ways

to innovate and improve client service. We can deploy
innovative solutions to help you in your cybersecurity
compliance and incident response efforts:

- NEXTLAW Labs @

+ NEXTLAW Public Affairs Network @

- Strategic and Intelligence Services
- Risk Consulting Services

- Fixed price products



Our services, solutions and products

Compliance with legal,
regulatory, contractual
and industry requirements

Cybersecurity
governance frameworks

Fixed price products

and plans

Cybersecurity and incident
response policies, processes

Incident response

Strategic and Cybersecurity . !
Intelligence compliance and eam, insurance
Services and partnering with

preparedness

Preparing templates

Data and cyber security and tools

due diligence and audits

Training and supporting
awareness initiatives

Senior stakeholder
workshops, simulations
and table-top exercises

service providers

Immediate response
and containment

o

Designing and
running lessons
learnt sessions

Dispute resolution
and litigation
support

Advising on data subject
requests, complaints
and claims

Handling regulatory
liaison

Cybersecurity

'\_/.

Triaging and carrying out
preliminary impact assessments
and risk assessments

Breach notification
requirements and
strategy, drafting and
handling notifications to
regulators, data subjects
and other stakeholders

Remedial action

incidentresponse

Engaging specialist service
providers, such as providers
of forensics, investigations,
call centres, notifications and
fulfilment, fraud prevention,
credit monitoring

Working with PR to help ensure
consistency of internal and
external messaging, preserve
the legal position and protect
the brand
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Locations in purple represent Dentons offices.

Locations in blue represent associate firms, offices and special alliances.
Locations in green represent approved combinations that have not yet been formalized.

Locations in gray represent Brazil Strategic Alliance.
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