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Introduction

The long-expected and widely-concerned Personal
Information Protection Law of the People’s Republic
of China ("PIPL") was adopted on 20 August 2021,
at the 30th Session of the Standing Committee

of the 13th National People’s Congress.

As a basic law for personal information protection in China, the PIPL clarifies the rules for processing personal
information, the obligations of personal information handlers (and processors), and the rights of personal
information subjects. Notably, the PIPL provides serious punishment for violations of this law, which includes
a fine of up to CNY 50 million (about USD 7,690,000) or 5% of annual turnover of the previous year.

The PIPL will come into effect as of 1 November 2021. During the grace period, organizations operating
in China and those established outside China but having to be subject to the extraterritorial effect of the
PIPL, are suggested to carry out data compliance work in accordance with the PIPL to get prepared for
the upcoming law.

Purpose of this Guide

This Guide aims to highlight the main principles and provisions under the
PIPL. It is intended to be used by organizations as an aid to find gaps in
compliance and take possible steps required in practice.

Each section of this Guide describes an important rule or requirement under the PIPL. We also provide
“Actions” suggested to be considered and/or adopted for ensuring compliance.

Please note that the relevant supporting rules and regulations of the PIPL are expected to be promulgated
and implemented accordingly, which is advisable to be paid close attention to. Also, other relevant laws and
regulations, as well as department rules shall be taken into consideration when assessing compliance.
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1. Scope and
Territorial Reach

1. What Is “Personal Information”?

The PIPL borrows language from the EU General
Data Protection Regulation (“GDPR”") to define
personal information as “all information related to
identified or identifiable natural persons” (Article
4). This defining approach goes beyond China’s
Cybersecurity Law and the Civil Code which both
consider personal information as information
that “can identify a natural person directly or in
combination with other information”. Under the PIPL,
information that may not identify a natural person
but may be related to an identified person is still
treated as personal information.

The only exception is anonymized information, as
stipulated by Article 4 of the PIPL. Anonymization
refers to “the process by which personal information
cannot be used to identify specific natural persons
and the personal information cannot be restored
after processing” (Article 73).

2. What Is a “Personal Information Handler”?

Compared with the GDPR and data privacy laws

of some other jurisdictions, the term of “personal
information handler” in the PIPL seems unique. In
fact, despite the adoption of a different word, the
role of such personal information handler can be
understood as the personal information controller

as used in the GDPR. Article 73 of the PIPL defines
such a "handler” as organizations and individuals that
independently determine the processing purpose
and method in personal information processing.

Although it may seem not compatible with the
common discourse of data privacy, as a matter of
fact, the PIPL is consistent with the Civil Code that
came into effect in early 2021, which does not adopt
the term of controller either but only the concept of
“handler”. To avoid confusion, readers of this Guide
please bear in mind that under the PIPL, a handler
means a controller.

3. What Is the Territorial Scope of the PIPL?

The most notable provision of the PIPL is probably
Article 3 on the territorial scope, which extends the
application of PIPL beyond processing of personal

information in China to processing outside China
subject to specific conditions.

a. Processing personal information within China

Similar to the “establishment” threshold under the
GDPR, the PIPL applies to “processing activities of
personal information of natural persons conducted
by organizations and individuals within the territory
of China.” In other words, regardless of whether the
processing is conducted by Chinese companies
or local affiliates of multinational corporations,

it is subject to the PIPL regulation as long as the
organization is based in China. We understand that
this can cover data processing by both handlers
and processors in China.

b. Extraterritorial effect

The PIPL also applies to the processing of personal
information outside China where it is for:

+ the purpose of providing products and services to
natural persons in China; or

- analyzing/assessing the behavior of natural
persons in China; or

« such other circumstances as provided by laws and
administrative regulations (unspecified in the PIPL).

The above provisions are quite similar to the
“targeting” and “monitoring” criteria established

by the extraterritorial application of the GDPR.
However, unlike the GDPR, the PIPL does not provide
further explanation as to how to evaluate the
abovementioned “purpose” of providing products/
services to individuals in China or what assessing the
behavior of individuals means exactly. A clear answer
to these questions can be vital to the enforcement of
territorial scope of the PIPL.

In absence of further clarification, opinions from
other Chinese rules might be referred to in practice,
such as a draft national standard on data export,
which considers scenarios including the use of
Chinese language, acceptance of Chinese yuan for
payment, and offering delivery to China as “providing
products or service to China™". This regulatory
perspective, if adopted, will echo the GDPR

to some degree.

1 See the Information Security Technology - Guidelines for Data Cross-border Transfer Security Assessment (Draft for Comments) released by the
National Information Security Standardization Technical Committee (TC260) on August 25, 2017.
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Actions:

- Consider what data or information your organization is processing.

- Consider whether your organization is processing personal information within China, such as
having a Chinese subsidiary, operating data centers in China, etc., and further, which subsidiaries
are caught by this test.

- Consider whether non-Chinese entities (e.g. your US or EU headquarter) are conducting
activities (e.g. offering products/ services or analysing behaviors) which could trigger the
application of the PIPL.

- Consider segregating your data to distinguish personal information sourced from China and
outside China - so we can limit the application of the PIPL as far as possible.

Where the PIPL applies to your organization (or part thereof), comply with the obligations
as set out in this Guide.

Guide to China’s Personal Information Protection Law (PIPL) « 7



2. Key Principles

Chapter | of the PIPL includes the provisions on data
processing principles, most of which resemble Article
5 of the GDPR. These principles first take shape

in the Personal Information Security Specification
(GB/T 35273-2017), a national standard that is widely
referenced in practice, and its revised version in 2020
(GB/T 35273-2020) (“PISS").

The PIPL does not reserve the principle of consent,
as under the PIPL user consent will no longer be the
only lawful basis of processing personal information.
In addition, the PISS had a principle of data subjects’
involvement, which means to provide data subjects
with channels to access, correct and erase their
information, and to withdraw consents, cancel
accounts, file complaints, etc. While the PIPL has

a specific chapter on data subjects’ rights, it is not
provided as a general principle.

As general principles, these provisions set out the
baseline that personal information handlers should
stick to throughout the processing of personal
information and should always be consulted
whenever there is no directly applicable rule of a
specific processing activity. Each of the key principles
are stipulated below, with a summary of the key
actions to help comply with each one of them.

Actions:

1. Lawfulness, Necessity and Good Faith

Article 5 of the PIPL provides that the processing
of personal information shall adhere to lawful and
proper manners, follow the principle of necessity
and good faith, and shall not process personal
information through misleading, fraudulent, or
coercive manners.

The principle of necessity means that the processing
of personal information should be limited to what is
necessary. Under the GDPR, it is part of the principle
of data minimization. However, the PIPL makes a
distinction between the two principles - the principle
of necessity is generally applicable to all processing
activities, while the principle of data minimization
applies specifically to the collection of personal data
(please refer to the next principle).

Good faith is not in the GDPR, though it does include
a principle of fairness, which is quite close. In China,
the good faith principle is a fundamental legal
principle, particularly in contract law. The PIPL makes
it explicit that this principle equally applies in personal
information processing activities.

« Lawfulness: Consider the lawful basis of processing personal information under Article 13 since at
least one of them needs to be met. For those who are entrusted by a handler to process personal
information, it is suggested to include a commitment on the lawfulness of personal information to

be provided by the handler in their agreement.

- Note: For the processing of sensitive personal information, Article 28 to 32 also need to be

considered.

«  Necessity: Consider and clarify what kind of personal information is needed for what function of
your product or service. Consider pseudonymisation.

- Good faith: Apply the good faith principle in the drafting, interpretation and fulfilling the obligations
of your privacy policy, terms of use, and other legally binding documents.
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2. Purpose Limitation and Data Minimization

Article 6 of the PIPL provides that the processing of personal information shall have specified and legitimate
purposes, and shall be directly related to the purpose of processing and in a manner that has the least impact
on personal rights and interests. The collection of personal information shall be limited to the minimum scope
for the purpose of processing and shall not be excessive.

3. Transparency

Actions:

Purpose limitation: Determine the purpose at the time of collection. When processing is not based
on consent, take the following into account to assess whether the further purpose is compatible:
link between purposes, context of collection, nature of personal information and consequences of
further processing.

Data minimization: Ensure you collect the minimum amount of data required.

Article 7 of the PIPL provides that the processing of personal information shall follow the principle of openness
and transparency. The rules of processing personal information shall be disclosed, and the purposes, manners
and scope of processing shall be clearly expressed.

Actions:

Tell individuals how their personal information would be processed, in a way that is concise,
easily accessible, easy to understand and in clear and plain language.

Display a privacy notice when an individual opens your website or launches your app for
the first time.

Test how many clicks are required for an individual to access your privacy notice and consider
whether it is reasonable.

Consider the font and size of your privacy notice and whether it is reasonably clear for an
individual to read through it.

4. Accuracy

Article 8 of the PIPL provides that, when processing personal information, the quality of personal information
shall be guaranteed, and it shall be avoided that the inaccuracy and incompleteness of personal information
adversely affect personal rights and interests.

Actions:

Ensure that all data is accurate, complete and kept up to date.

Guide to China’s Personal Information Protection Law (PIPL) « 9



5. Accountability and Security

Article 9 of the PIPL provides that personal information handlers shall be responsible for their personal
information processing activities and take necessary measures to ensure the security of the personal
information processed.

Actions:

- Consider what measures, including technical and organisational, are taken to secure the personal
information processed.

- Consider whether these measures are adequate and effective, particularly in proportion to the
amount of personal information processed, the methods and frequency of processing activities,
and whether sensitive personal information is involved.

- Consider whether you have any records to demonstrate compliance, including policies,
procedures, training and system logs.

10 - Guide to China’s Personal Information Protection Law (PIPL)



3. Processing Conditions

Article 5 of the PIPL requires the personal information
to be processed “lawfully”. That means, the
processing of personal information shall satisfy the
legally provided processing conditions.

Prior to the PIPL, China adopts a consent principle in
determining the lawfulness of processing personal
information, which means that, unless otherwise
provided by law and administrative regulation,
processing of personal information should be subject
to the data subject’s informed consent.

In view of the limitation of the consent principle

as well as the increasingly complex processing
scenarios, the PIPL takes an approach similar to

the GDPR, which provides multiple lawful basis

for processing personal information in addition to
consent. We have listed the conditions for processing
all personal information and those special ones for
processing sensitive personal information below.

1. Conditions for Processing All Personal
Information

Article 13 of the PIPL provides seven circumstances
under which may a personal information handler
process personal information.

a. The data subject’s consent is obtained

Consent is the most used lawful basis for processing
personal information. According to Article 14 of

the PIPL, the consent shall be a clear and voluntary
declaration of intent under the premise of full
knowledge of the individual.

Notably, the PIPL requires a “separate consent” (rather
than a package consent covering all the processing
purposes) to be obtained under each of the following
situations:

« providing personal information to a third party,
- publicizing personal information processed,
+ processing sensitive personal information,

- using personal information which is collected for
public security for any other purpose, and

- transferring personal information outside the
territory of China.

Besides, the PIPL stipulates that, individuals have
the right to withdraw consent to the processing of
personal information based on their consent, and the

personal information handler shall provide them with
a convenient way to withdraw consent.

b. Processing is necessary for the conclusion or
performance of a contract with the data subject,
or for human resources management according
to lawfully formulated labour rules and lawfully
concluded contracts

Applying the condition in the first half, the handler
and the data subject should have or will have a
contractual relationship. What's worth mentioning is
that if the processing is beyond the necessary scope
for the conclusion or performance of a contract, such
condition shall not be relied on as a lawful basis.

The final version of the PIPL, for the first time,
provides that being “necessary for human resources
management” could be a lawful basis for processing
personal information. Such provision is undoubtedly
beneficial to employers, as consent will be no longer
needed for human resources management purposes.
However, in consideration of the principle of “purpose
limitation and data minimization”, the processing of
employees’ personal information shall also be limited
to a necessary scope.

c. Processing is necessary for the performance
of statutory duties or for compliance with
legal obligations

First, such statutory duties and legal obligations

shall be provided under the Chinese law, therefore
disclosure requests from regulators outside China are
not covered. Meanwhile, those duties and obligations
shall be explicitly stipulated by law, blanket and
informal ones could not be relied on as a lawful basis.

d. Processing is necessary for coping with public
health emergencies or for the protection of the life,
health, and property safety of a nature person

The legislative background of this paragraph is
somewhat related to the COVID-19 outbreak. Similar
to the above, it is required that the processing shall
be “necessary” for the provided purposes, that
means, processing of personal information beyond
the necessary scope could not be justified based
on this condition.

e. Processing personal information that has been
publicly disclosed by the data subjects themselves
or other legally disclosed personal information
within a reasonable scope

Guide to China’s Personal Information Protection Law (PIPL) « 11



Meanwhile, Article 27 of the PIPL provides that,
where the individual clearly refuses, the personal
information handler shall not process his/her
personal information even such information has been
legally disclosed. In addition, consent of the data
subject shall be obtained in accordance with the

law if the processing of personal information already
disclosed may have a significant impact on the
individual’s rights and interests.

f. Processing personal information within
a reasonable scope is to carry out such activities
as news reporting and supervision by public
opinions for the public interests

It is worth noting that the processing of personal
information based on this condition, even if it is for
the public interests, should be limited to a necessary
scope. For example, to report the whereabouts of

an infected person for the prevention and control of
infectious diseases may be reasonable, but if other
personal information of the person is disclosed at the
same time such as the telephone number, it may be
considered unnecessary and unreasonable.

g. Other circumstances provided by laws and
administrative regulations

Those “laws and administrative regulations” shall be
understood in a narrow way, which only include the
laws enacted by China’s National People’s Congress
and its Standing Committee and the administrative
regulations issued by the State Council. That
means, the circumstances in rules and regulations
promulgated by government departments and
local governments could not be regarded as lawful
conditions for processing personal information.

Notably, unlike the GDPR, the PIPL does not include
legitimate interest as a lawful basis for processing of
personal information. Thus, the personal information
handler cannot claim that “the processing is
necessary for the purpose of the legitimate interests
pursued by the handler or a third party”.

12 - Guide to China’s Personal Information Protection Law (PIPL)

2. Special Conditions for Processing Sensitive
Personal Information

According to the PIPL, a personal information handler
may not process sensitive personal information
unless it has a specific purpose and sufficient
necessity, and adopts strict protection measures.

As the disclosure or illegal use of sensitive personal
information may lead to discrimination or serious
harm to personal or property safety, the PIPL
provides special conditions for processing

sensitive personal information.

On one hand, as above-mentioned, a “separate
consent” shall be obtained before processing
sensitive personal information, and if the law or
administrative regulations require written consent to
be obtained for the processing of sensitive personal
information (which is not specified in the PIPL), the
provisions shall be followed.

On the other hand, in addition to the matter to be
notified to the individual when processing his/her
personal information, the handler shall also inform
the individual of 1) the necessity of processing
sensitive personal information and 2) the impacts on
the individual's rights and interests, unless otherwise
provided by the PIPL.



Actions:

- Identify what processing conditions are being relied on to process personal information and
sensitive personal information.

«  When personal information is processed based on the data subjects’ consent, ensure that:

- the consent is a clear and voluntary declaration of intent under the premise of full knowledge
of the individual;

- the form of consent (e.g. separate consent, written consent) complies with the
relevant requirements;

« generally, the consent shall not be obtained based on pre-ticked boxes or an assumption
of “silence is consent”;

+ the consent of the minor’s guardian is obtained before processing the minor’s
personal information;

« data subjects are provided with an easy way to withdraw consent;

- when the purpose or method of processing personal information or the type of personal
information to be processed changes, the data subjects’ consent shall be obtained again.

« When personal information is processed relying on other conditions, ensure that the processing
is necessary to achieve the specific purpose and limited to a reasonable scope.

- No matter which condition the processing relies on, inform the data subjects of the matters
required by the PIPL in an eye-catching manner and with clear and understandable language.
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4. Rights of Data
Subjects and
Corresponding
Obligations

1. Right of Knowledge, Decision, Restriction,
Objection and Rescission

No matter which lawful basis the processing is
based on, personal information handlers shall, before
handling personal information, explicitly notify
individuals truthfully, accurately, and fully of the
following items using clear and easily understood
language and timely update data subjects of any
changes (Article 17):

. the name or personal name and contact
information of the personal information handler;

- the purpose and method of processing personal
information, and the type and retention period of
the processed personal information;

+ the method and procedure for the individual to
exercise the rights provided herein; and

- other matters to be notified in accordance with the
provisions of laws and administrative regulations.

Unless otherwise provided for by laws and
administrative regulations, personal information
handler shall also guarantee the right of data subject
to make decisions, to restrict or object to the
processing of his/her personal information

(Article 44).

Specifically, for those processing based on consent,
the right to rescind consent is also guaranteed by the
PIPL, which requires personal information handlers
to provide a convenient way to withdraw consent
without affecting the effectiveness of personal
information processing activities undertaken on the
basis of consent before consent was rescinded.

2. Right to Access, Copy and Portability

Where a data subject requests to access or copy
his/her personal information, personal information
handler shall provide the information in a timely
manner (Article 45). Such right echoes the “right

to access” under the GDPR, although the GDPR
premises such right on the rights and freedom of
others not being adversely affected, whereas the
PIPL allows for exception only for two circumstances:

14 - Guide to China’s Personal Information Protection Law (PIPL)

(i) where laws or administrative regulations provide
that secrecy shall be preserved or notification is
not necessary, or (ii) where notification will impede
State organs’ fulfillment of their statutory duties
and responsibilities. Also contrary to the GDPR, no
specifications on the form and cost of such copy
have been stipulated by the PIPL.

A noteworthy highlight of PIPL is the right to data
portability to a designated personal information
handler if conditions that are determined by the
State cybersecurity and information department are
met (Article 45). Instead of requiring provision of a
“structured, commonly used and machine-readable
format” as stipulated by the GDPR, the PIPL only
requires personal information handlers to provide

a channel to transfer.

3. Right to Rectification

Under the PIPL, a data subject is also entitled to
request for correction or supplement when his/

her personal information is found inaccurate or
incomplete. Upon such request, relevant verification,
corrections or supplements shall be made in a timely
manner (Article 46).

4. Right to Deletion

Personal information handler shall proactively delete
personal information of relevant data subjects under
the following circumstances (Article 47):

- where the purpose of processing has been
achieved or is no longer necessary to achieve the
purpose of processing;

« where the personal information handler stops
providing products or services, or the retention
period has expired;

« where the individual withdraws his/her consent;

« where the personal information handler processes
personal information in violation of laws,
administrative regulations or the agreement; or

-+ any other circumstance as prescribed by laws
and administrative regulations.

If the personal information handler fails to delete
under the abovementioned circumstances, the data
subject has the right to request deletion.

Noticeably, if the retention period stipulated by laws
or administrative regulations has not expired, or if the
deletion of personal information is technically difficult
to achieve, the personal information handler shall



cease processing other than storing and taking the
necessary security protection measures.

5. Automated Decision-Making

Where personal information is used to make
automated decision, personal information handler
shall guarantee the transparency of decision making
and the fairness and justice of processing results
(Article 24).

Where a data subject believes that automated
decision-making has a significant impact on his/her
rights and interests, the data subject has the right to
require the personal information handler to give an
explanation, and to refuse that personal information
handlers make decisions solely through automated
decision-making methods.

Actions:

Where business marketing and push notifications
are carried out through automated decision-making,
personal information handler shall provide either
option not based on his/her personal characteristics
or option for refusal. In this regard, the PIPL is similar
to the GDPR.

- Evaluate and update current mechanisms to guarantee transparency of the processing of data

subjects’ personal information.

Train employees responsible for data subject requests and raise awareness of personal

information protection.

Upgrade IT tools or resources to act promptly to data subjects exercising rights vigorously.

« Review and identify personal information that need proactive deletion and continuously monitor

on data retention practices.

« Conduct periodic audit on the fairness and reasonableness of automated decision-making

process and provide opt-out options.
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5. Data Governance
and Security

The PIPL expressly legislates for what has been
considered mandatory obligations in data governance
and security. Among these obligations are:

1. Compliance and Security Measures

Handlers are required to take necessary measures

in accordance with the purpose of processing,
processing method, type of personal information,
impact on individuals’ rights, possible security

risks, etc, to ensure that the personal information
processing activities comply with the laws and
regulations. Handlers should also prevent personal
information from unauthorized access, being leaked,
tampered with, or lost. Such measures include:

- formulating internal management systems
and operating procedures;

- implementing the categorized management
of personal information;

- adopting technical security measures such
as encryption, de-identification, etc.;

- reasonably determining the operation
authorizations of the persons processing personal
information, and regularly providing security
education and training to them; and

- establishing and implementing emergency plans
of personal information security incidents.

2. Appointment of the “DPO”

Handlers who process personal information in
a volume as specified by the state cyberspace
and informatization department shall designate
a “personal information protection officer”
responsible for supervising data processing
activities and protective measures adopted.

Under the PIPL, the contact information of the personal
information protection officer needs to be disclosed to
the public. The name and contact information of this
officer shall also be submitted to the authority.

3. Appointment of Representative

Handlers outside China which are subject to

the exterritorial effects of PIPL need to establish

a dedicated office or appoint a designated
representative in China, to be responsible for
handling matters related to the protection of personal

16 - Guide to China’s Personal Information Protection Law (PIPL)

information. However, it remains unclear what the
specific role of such an office or representative is and
whether it can be like a “contact point” of the handler,
like the role of a representative under the GDPR.

Besides, the name of the relevant entity (office) and the
name and contact information of the representative
should be submitted to the authority as well.

4. Audit

For the first time, the PIPL has included compliance
audit of personal information as an obligation into
the Chinese law. Handlers are required to conduct
compliance audits on whether their personal
information processing activities are compliant

on a regular basis.

Audit can also be part of an enforcement action.
Where the authority discover relatively high risk
exists resulting from personal information processing
activities, or observe the occurrence of personal
information security incidents, it may request the
handler to engage professional institutions to
conduct compliance audit.

5. Personal Information Protection
Impact Assessment

The PIPL has established a DPIA-alike mechanism.
It imposes the obligation of personal information
protection impact assessments on handlers before
processing data in certain circumstances so as to
facilitate handlers to fully identify the risk of data
processing, the impact on individuals and whether
sufficient security measures have been taken.

a. When is a personal information protection impact
assessment required?

The handlers shall assess the risks of the following
processing activities in advance and make records
of data processing:

« processing sensitive personal information;
« using personal information for automated
decision-making;

« entrusting others to process personal information,
providing other handlers with personal information
and publicly disclosing personal information;

- transferring personal information overseas; and

« conducting other personal information processing
activities that have a significant impact on
individuals’ rights.



b. What issues need to be assessed?

Under the PIPL, a personal information protection
impact assessment shall cover three main aspects:

- whether the purpose, manner and other aspects
of processing personal information are legitimate,
proper and necessary;

- theimpact on individuals’ right and the
risk level; and

« whether the security measures adopted
are legitimate, effective and appropriate
to the risk level.

The PIPL also requires that the assessment reports
and relevant records of processing status shall be
retained for at least three years.

6. Data Breach Response

The PIPL provides obligations of notification to
the authority and individuals and taking remedial
measures immediately after a data breach.

For further details, please refer to the Section 7 Data
Breach Notification of this Guide.

7. Gatekeeper Obligations of Internet Giants

The PIPL introduces a set of enhanced obligations for
handlers that operate “important” internet platform
services to “massive” number of users (without
providing a threshold number) and have complex
business types. Such obligations include:

Actions:

+ establishing and improving the personal
information protection compliance program
in accordance with relevant regulations and
establishing a steering committee independent
of the handler to oversee its protection
of personal information;

- formulating platform rules and clarifying the
rules of processing personal information and
the obligations to protect personal information
for product or service providers on the platform
in accordance with the principles of openness,
fairness and impartiality;

- suspending services to product/service providers
operating within the handler’s platform if they are
in serious violation of data protection laws; and

+ issuing regular social responsibility reports
concerning the processing of personal information.

These requirements trace recent EU developments
for platform companies in the Digital Market Act and
Digital Services Act (DMA/DSA).

8. Obligations of Processors

Under the PIPL, parties that are entrusted to process
personal information are required to, in accordance
with relevant laws and regulations, adopt necessary
measures to ensure the security of personal
information and assist personal information handlers
in fulfilling their obligations under this law.

- Review the policies, procedures, and technical measures currently in place to ensure the protection of
personal information and assess whether these measures are adequate.

- Provide training and education to employees processing personal information and key roles in business

development, marketing, information security etc.

- Consider whether a personal information protection officer (or a DPO) is required and who would most
appropriately take this position within your organisation. Disclose the officer’s contact information and submit

relevant information to the authority.

- Consider whether a local office or representative is needed if your organization is a handler outside China.

- Establish a periodic compliance auditing mechanism on personal information protection.

- Establish personal information protection impact assessment policies, procedures as well as template
documents, and make impact assessment a necessary consideration for the development of new products

or new businesses.

- Review any third-party agreements with processors to ensure that applicable obligations are followed.

- Evaluate whether the gatekeeper obligations of Internet giants are needed.
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6. Data Transfer Outside China

According to the PIPL, in general, transferring personal information outside the territory of China shall meet
three necessary conditions, namely (1) obtaining the personal information subject’s separate informed
consent; (2) conducting personal information protection impact assessment and making record;

and (3) satisfying one of the four special conditions, as shown in the chart below.

1. Obtaining separate

consent of the personal . a. passed the security
information subject assessment
4 ~ a ™
Necessary 2. Conducting impact . b. Qeftified by
... assessment and a specialized agency
conditions ,
making record
A e R
r c. concluded a contract with
4 N the recipient outside China
3. Satisfying one of the /)

four special conditions

N % d. met other conditions
: provided by laws and
regulations

1. Separate Informed Consent

According to the PIPL, where a personal information handler provides personal information of an individual
to a party outside the territory of China, it shall obtain the individual’s “separate consent” after the individual
has been informed of such matters as the name of the overseas recipient, contact information, purpose and
method of processing, types of personal information and the way for the individual to exercise the rights
against the overseas recipient. Obtaining separate consent would not be compulsory if the legal basis

for the processing of personal information is not “consent”.

Such “separate consent” is expected to be further clarified in the future, while it is supposed that separate
consent requires consent to be obtained separately for a specific matter, and a package consent covering
all the processing purposes will not be allowed.

2. Personal Information Protection Impact Assessment

The PIPL requires personal information handlers to assess in advance the impacts of certain processing
activities that include transferring personal information overseas, and to keep a record of the processing
for at least three years.

Specifically, the impact assessment shall include (1) the legitimacy, justifiability and necessity of the purpose
and method of transferring personal information outside China; (2) the impact on individuals’ rights and
interests and the degree of security risks; and (3) whether the security protection measures taken are
legitimate, effective, and appropriate to the degree of risks.

3. Special Conditions

Apart from separate consent and impact assessment, the PIPL also provides that when transferring personal
information outside the territory of China, at least one of the following conditions shall be met.
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a. Passthe security assessment organized by the state cyberspace and informatization department

The PIPL expands the applicable scope of localization and security assessment requirement under Article 37
of the Cybersecurity Law, by providing that critical information infrastructure operators (“ClIOs”) and personal
information handlers whose processing of personal information reaches a certain amount should store the
personal information collected and generated in China within the territory of China, where such personal
information needs to be provided abroad, security assessment shall be conducted in advance.

b. Get the certification of personal information protection

The PIPL itself does not explain what it is and how to get such a certification, but it is supposed that such
certification may be somewhat similar to the certification under the GDPR.

c. Enterinto a contract with the overseas recipient in accordance with the standard contract formulated by the
state cyberspace and informatization department

It is expected that such standard contract specifying the rights and obligations of both parties shall be similar
to the standard contractual clause (SCC) under the GDPR.

d. Meet other conditions prescribed by laws, administrative regulations, or the state cyberspace and
informatization department

Such catch-all clause leaves space for other specific conditions on cross-border transfer of personal information,
for example, the Administrative Regulations on Human Genetic Resources requires the approval of the Ministry of
Science and Technology to be got in advance when transferring human genetic resources abroad.

Also, the PIPL requires the personal information handler to take necessary measures to ensure that the
overseas recipient’s processing of personal information meets the standards for personal information
protection prescribed under the PIPL.

4. Request for Personal Information by Overseas Authorities

The PIPL specifically stipulates that without the approval of the Chinese competent authority, personal information
stored in China shall not be provided to judicial or law enforcement agencies outside China. Such provision is in
line with that under the newly released the Data Security Law of China. In this regard, when participating in judicial
procedures or confronting administrative investigations outside of China, attentions shall be paid to relevant
requirements under the laws and regulations such as the International Criminal Judicial Assistance Law of China.

Actions:

Consider whether your organization has business need of transferring personal information outside China
(including remote access to data stored in China from abroad).

Ensure that the data subjects’ separate informed consent is obtained before transferring their personal
information outside China if the legal basis for personal information processing is consent.

Establish a personal information protection impact assessment mechanism for cross-border data transfer
and keep the assessment report and the record of transfer for at least three years.

Consider which special condition is the most suitable for your organization. For example, generally, ClIOs
and entities with large number of personal information shall pass the security assessment; and other entities
could transfer based on certification or a standard contract.

Review and check if there are sectoral regulations that provide restrictions on cross-border data transfer, for
example, special approval / license shall be obtained before transfer.

Consider getting the approval of the relevant Chinese authority on provision of personal information to
overseas authorities, when participating in judicial procedures or confronting administrative investigations
outside of China.
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7. Data Breach Notification

Similar to the GDPR, Article 56 of the PIPL provides a duty to report data breaches to the relevant supervisory
authority and, in certain cases, to the individuals affected. Linguistically, Article 56 also delineates what data
breach means as it provides that the duty attaches where personal information has or may have been
leaked, tampered with or lost. However, the duty is imposed only on personal information handlers.
Nonetheless, handlers could require processors of a timely notification upon a data breach in their data
processing agreements.

Pursuant to Article 56, a personal information handler shall immediately notify competent authorities and
individuals. The notification must include:

- the categories of personal information, the reason and the damages that may be caused of what has or may
have been leaked, tampered with or lost;

+ the remedial measures that are taken by the personal information handler and the measures available to an
individual to mitigate the damages; and

- the contact information of the handler.

Notifying the authority is a mandatory obligation under the PIPL, while notifying individuals is not. Where a
personal information handler is able to take measures to effectively avoid harm caused by the breach, it is not
obliged to notify the affected individuals. But if the authority considers that the data breach may cause harm to
individuals, it can require the personal information handler to notify the affected individuals.

Other than the general requirement of “immediate notification”, the PIPL does not provide a specific time limit
for notifying the authority or affected individuals.

Actions:

- Consider whether your organisation is a handler or a processor. (If a handler) review your
agreements with processors to ensure any data breaches are agreed to be reported to you
without undue delay. (If a processor) review your agreements with processors to understand your
notification obligations.

- Develop and implement a Data Breach log.

« Assess the level of risk associated with data breach within your organization and the exposure to
a “high risk” breach (i.e. whether you process sensitive personal data, medical data, children’s data,
etc. and in what volume).

- Ensure protocols are in place to ensure staff are trained regularly (e.g. every year) to recognize
and act upon any data breaches.

Consider the manners of notifying individuals, whether individual notification is possible and,
if not, whether a public notification would be effective.

Check sectoral rules for any time limit of data breach notification that may apply.
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8. Managing External Flows of Data

1. Impact Assessment Prior to Engaging Third Parties

Prior to sharing personal information with a third party or entrusting a processor (such as an IT vendor),
organizations should carry out impact assessment. If personal information is transferred to a foreign recipient
outside China, as above-mentioned, cross-border transfer of personal information should also be a focus of
such impact assessment.

Specifically, the impact assessment shall cover three main aspects:

- whether the purpose, method and other aspects of sharing personal information are legitimate,
proper and necessary;

- theimpact on individuals’ rights and interests and the degree of security risks; and
- whether the security protection measures adopted are legitimate, effective and appropriate to the risk level.

For further requirements of the impact assessment, please refer to Section 5 Data Governance
and Security of this Guide.

2. Managing Data Sharing Between Handlers

Where a handler shares personal information to a third-party handler, it shall:

- inform individuals of the third party’s name, contact information, purpose, method, and types of personal
information for processing; and

« obtain the “separate consent” of the individual.

Under these requirements, handlers may need to modify their current privacy notices accordingly and disclose
all the necessary information related to data sharing. “Just-in-time” notices can also be a useful tool for fulfilling
this obligation. For separate consent, as mentioned above, in absence of further clarification, we consider that
it should be at least an informed and unambiguous consent, separate from an individuals’ consent to other
processing activities of his/her personal information. For example, a mobile app may ask for the user’s consent
to sharing personal information through a specific pop-up notification and a consent button.

In using data shared by others, the third-party handler (recipient) is obliged to stay within the scope of
processing purpose and method that are informed to individuals. If the third party changes the original
processing purpose or method, it shall inform the individuals and re-obtain their consent.

3. Processor Contracts

The PIPL contains prescriptive requirements regarding the detail of what must be covered in a contract
with the processor (i.e. an entrusted party). The key requirements include (this is not an exhaustive list):

- the purpose and period of the entrustment of processing;

« the processing method and the types of personal information;
+ the protection measures; and,

- the rights and obligations of both parties.

The handler should also supervise the processing activities of the processor.

4. Processor’s Obligations

As a processor, it shall process personal information in accordance with the contract with the handler, and
shall not process personal information beyond the agreed purpose of processing, processing method, etc.
Where the contract is not effective, void, withdrawn, or terminated, the processor is required to “return” the
personal information to the handler or destroy it.
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Without the approval of the handler, the processor shall not delegate others (i.e. sub- processors) to process
personal information.

In addition, the processor should also perform security obligations provided for the handler in the PIPL

and adopt necessary measures to ensure data security. These obligations include formulating internal
management policies and operating procedures on data protection, adopting encryption and other technical
measures, appointment of the personal information protection officer, etc.

For further details of these obligations, please refer to Section 5 Data Governance and Security
of this Guide.

5. External Flow of Data due to Company Changes

As a result of M&As, separations, dissolution, declaration of bankruptcy, and other such reasons, personal
information may be provided to a new handler as part of data assets. According to the PIPL, the handler should
notify individuals of the name and contact information of the receiving party (i.e. the new handler), which
should continue to perform the obligations of the previous handler. If the new handler changes the original
purpose and method of processing, the consent of individuals should be obtained again.

Actions:

- Make impact assessment a required procedure before providing data to third parties.

- Based on the results of impact assessment, take appropriate security and other measures to
safeguard data transfer.

- Update the privacy notices to fully disclose to individuals the relevant information concerning
transferring their data to third parties.

«  Obtain individuals’ separate consent for data sharing.

- Review the data processing agreement with vendors and consider whether it contains clauses
required by the PIPL.

« Establish a vendor management policy and supervise vendors to fulfill their personal information
protection and security obligations.

- Carry out data protection due diligence for M&As and evaluate whether consent is required
for data transfer.
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9. Enforcement Authorities, Liabilities and Fines

With respect to the law enforcement, the PIPL clarifies the departments performing personal information
protection duties, and provides the legal liabilities for violations of the law.

1. Enforcement Authorities Responsible for Personal Information Protection

China does not have an independent data protection authority like the European countries. Instead, several
departments like the Cyberspace Administration of China ("CAC”) and the Ministry of Public Security (“MPS”),
and their local counterparts, have certain law enforcement power over personal information protection-related
issues. The PIPL does not change the current polycentric supervision system, but clarifies that:

- State cyberspace and informatization department (namely the CAC) is responsible for comprehensive
planning and coordination of personal information protection work and related supervision and
management work;

- relevant departments of the State Council (like the MPS, the State Administration for Market Regulation,
and sectoral authorities, for example, the People’s Bank of China and the National Health Commission) are
responsible for personal information protection, supervision, and management work within their respective
scope of duties and responsibilities; and

« relevant departments of county-level and higher local governments perform personal information protection
duties according to related regulations.

In enforcement activities, the following measures could be taken by the authorities according to the PIPL:

- interviewing relevant concerned parties, and investigating personal information processing activities;

« looking up and copying the concerned party’s contracts, records, receipts as well as other relevant material
related to personal information processing activities;

- conducting on-side inspections, and investigating suspected unlawful personal information processing
activities; and

+ inspecting the equipment and articles relevant to personal information processing activities, and when there
is evidence the equipment or articles are used in illegal personal information processing activities, after
reporting to the department’s main responsible person in writing and receiving approval, the equipment or
articles could be sealed or confiscated.

Besides, the PIPL also stipulates that the enforcement authority may have a talk with the personal information
handler’s legal representative or main responsible person; or require the personal information handler to
entrust specialized institutions to conduct compliance audits of its personal information processing activities,
if relatively large risks are found in personal information processing activities.

2. Legal Liabilities

The PIPL provides the administrative liabilities for violations of the law. In the meantime, civil liabilities, criminal
liabilities and other legal consequences are also clarified and/or mentioned thereunder.

a. Administrative liabilities

Processing personal information in violation of the PIPL, or failing to adopt necessary security protection
measures when processing personal information may incur administrative liabilities under the PIPL.

The PIPL stipulates two-level legal liabilities based on the severity of circumstances, for both entities
and individuals that violate the law and the directly responsible persons of the violators, as follows.

It is noteworthy that, as the fine ceiling is 5% turnover in severe circumstances, the PIPL provides that
only enforcement authorities at provincial or higher (i.e. national) level have the power to impose the
severe level penalties.
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In General Entities / «  Order to rectify

Circumstances Individuals 4
« Warning
« Confiscation of illegal gains
Order to suspend or terminate service provision of the
application programs unlawfully processing personal
information
« Afine of not more than CNY 1 million (about USD 153,700),
if refusing to make corrections
Responsible A fine ranging from CNY10,000 (about USD 1,537) to
Persons CNY100,000 (about USD 15,370)
In Severe Entities / «  Order to rectify
Circumstances Individuals . . . :
- Confiscation of illegal gains
« Afine of not more than CNY 50 million (about USD
7,690,000) or 5% of the annual turnover of the prior year
Suspension of relevant business activities, cessation of
business for rectification, and/or revocation of business
license or permits
Responsible « Afine ranging from CNY 100,000 (about USD 15,370)
Persons to CNY 1 million (about USD 153,700)

«  Prohibition from holding positions of director, supervisor,
senior manager, or personal information protection officer
for a certain period

b. Civil liabilities
Generally, the data subjects whose personal information-related rights and interests have been infringed can
seek civil remedies in accordance with the Civil Code and other laws like the Consumer Rights Protection Law.

But notably, the PIPL establishes the standard of “presumptive fault”, which means that a personal information
handler shall be liable for the damage caused by processing personal information unless it can prove
it is not at fault.

Meanwhile, the PIPL also mentions the public interest litigation, by providing that the people’s procuratorate,
statutorily designated consumer organizations, and organizations designated by the State cyberspace and
informatization department may file lawsuits, if the processing activities infringe upon the rights and interests
of a large number of individuals.

c. Criminal liabilities

Pursuant to the PIPL, where a violation of this law constitutes a violation of public security administration,

a public security administration punishment shall be imposed; and if a crime is constituted, criminal liability
shall be pursued accordingly. For example, under the Criminal Law of China, if the crime of “infringing

on citizens’ personal information” is constituted, depending on the seriousness of the circumstances,
imprisonment up to seven years plus a fine may be imposed.
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d. Otherlegal consequences

In addition to the legal liabilities above, the PIPL also provides that violations of the PIPL will be recorded in the
credit file and made public. As China’s credit system continues to improve, violation records in credit files can
have a negative impact on corporate development and reputation.

Actions:

«  Keep good communication with the relevant enforcement authorities.
« Set up data compliance system, and conduct compliance trainings for employees.

- Establish response mechanism for administrative investigations, and conduct mock
exercises, if necessary.
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Appendix 1: Glossary

1. Personal Information Handler

Organizations and individuals that independently determine the processing purpose, method, and other
matters of personal information processing. The role of the personal information handler under the PIPL
can be understood as the personal information controller as used in the GDPR.

2. Processor

Organizations and individuals that process personal information entrusted by a personal information handler.

3. Critical Information Infrastructure Operator

The network system in the sectors of public telecommunication and information services, energy,
communication, water resource, finance, public service and electronic public service, of which the damage,
loss of functionality or data breach would seriously damage China’s national security, economy, people’s
livelihood and public interest.

4. Automated Decision-making

Activity concerning the use of computer programs to automatically analyze or assess individual behaviors
and habits, interests and hobbies, or situations relating to finance, health, or credit status, etc., and engage
in decision-making activities.

5. De-identification

The process by which personal information is processed in such a way that it cannot be used to identify
a specific natural person without the help of additional information.

6. Anonymization

The process by which personal information is processed in such a way that it cannot be identified with
a specific natural person and cannot be recovered.

7. Sensitive Personal Information

The personal information which, once leaked or illegally used, may easily cause harm to the dignity of natural
persons or grave harm to personal or property security, including information on biometric characteristics,
religious beliefs, specially-designated status, medical health, financial accounts, individual location tracking,
etc., as well as the personal information of minors under the age of 14.

8. Enforcement Authorities Responsible for Personal Information Protection

A general term which covers (1) the state cyberspace and informatization department (namely the CAC); (2)
relevant departments of the State Council; and (3) relevant departments of county-level and higher local
governments which perform personal information protection duties according to related regulations.
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Appendix 2: Personal Information Protection Law of the
People’'s Republic of China

A REMENAEERE Personal Information Protection Law of the People’s Republic of China
H 3 Table of Contents

EF—E LN Chapter |: General Provisions

FEZE PAEELEHN Chapter lI: Rules of Processing of Personal Information

F—T AT Section 1: General Rules

BT BURNAE BRI Section 2: Rules of Processing Sensitive Personal Information

%E% ERHKRLIEDAE B ERIHL Section 3: Special Provisions on Processing of Personal Information by

E State Agencies

F=F PAEEEBEERHENHIN Chapter lIl: Rules of the Cross-Border Provision of Personal Information

FHE PAEDPABELEFDFHNF  Chapter IV: Rights of Individuals in Activities of Processing of Personal
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FRE PAFBABEER LS Chapter V: Obligations of Personal Information Handlers
FRE BT AR ERIFIRFEREH Chapter VI: Authorities Performing Personal Information Protection Duties
FEE EERME Chapter VII: Legal Liability
E)\E W Chapter VIII: Supplemental Provisions
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personal information.
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Article 3: This Law shall apply to any activity of processing of personal
information of a natural person that is carried out within the territory of the
People’s Republic of China.

This Law shall also apply to any activity of processing of personal
information of any natural person located within the territory of the
People’s Republic of China that is carried out outside the territory of the
People’s Republic of China under any of the following circumstances:

1. Where the purpose of the activity is to provide a product or service
to that natural person located within China;

2. Where the purpose of the activity is to analyze or assess the behavior
of that natural person located within China; or

3. Any other circumstance as provided by law or administrative regulations.

Article 4: Personal information refers to any kind of information related to
an identified or identifiable natural person as electronically or otherwise
recorded, excluding information that has been anonymized.

Processing of personal information includes the collection, storage,
use, processing, transmission, provision, disclosure, and deletion of
personal information.

Article 5: Personal information shall be processed in accordance with the
principles of legality, legitimacy, necessity and good faith, and not in any
manner that is misleading, fraudulent or coercive.

Article 6: Processing of personal information shall be for a specified
and reasonable purpose, and shall be conducted for a purpose directly
relevant to the purpose of processing and in a way that has the least
impact on personal rights and interests.

Collection of personal information shall be limited to the minimum
scope necessary for achieving the purpose of processing and shall
not be excessive.

Article 7: Personal information shall be processed in accordance with the
principles of openness and transparency, with the rules of processing of
personal information disclosed, and the purpose, method and scope of
processing expressly stated.

Article 8: The quality of personal information shall be ensured when the
personal information is processed in order to avoid any negative impact on
personal rights and interests due to any inaccuracy or incompleteness of
the personal information processed.

Article 9: Personal information handlers shall be responsible for their
activities of processing of personal information, and take necessary
measures to ensure the security of the personal information processed.

Article 10: No organization or individual may illegally collect, use, process,
or transmit other persons’ personal information, or illegally sell, buy,
provide, or disclose other persons’ personal information, or engage in
personal information processing activities harming national security

or the public interest.
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F+—% l%LI&i’V\ﬁ f%?F%lJ Article 11: The State will establish a sound personal information protection

E, g R EEINAREENRNTT regime to prevent and punish any act of infringement of personal

7, j]l]?i/\}\k.,m%ﬂjg%ﬂﬁ I information rights and interests, strengthen publicity and education on
BB, 1, FARAE LA AR personal information protection, and promote the creation of a sound
S25MNEERIFHRTINE, environment for the government, enterprises, relevant trade organizations,

and the public to jointly participate in personal information protection.

FT=% BRAMSENAEERFE Article 12: The State will actively participate in the development of
FRAEISIE, R DAE BRI E international rules for personal information protection, promote
WERRRSEE I SHMESR. H international exchange and cooperation in personal information

X, EFrALQ 7 BENAESRIFAIN, protection, and promote the mutual recognition of the rules and standards
PrEZHIA, of personal information protection with other countries, regions, and

international organizations.

FTE PAEELEMN Chapter Il Rules of Processing of Personal Information

F—1 —RAE Section 1: General Rules
ﬁé?ﬁ'l’%ﬁiz—ﬁ’\l MAEEALEET Article 13: A personal information handler may process personal
ATAL DAL B information of an individual only under any of the following circumstances:
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(=) FATSL. BAAMER—4E A 1. Where consent is obtained from the individual;
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= ROE S 1TE’J'§1¢/\H9—E@}\77 2. Where it is necessary for the con;lusion or performa.m.:e of a contract
B R AT to which the individual is a contracting party, or where it is necessary fqr

(=) hIEs T/ZEEH,\JJZ%&EMRFE carrying out human resources management under an employment policy
PATE. legally established or a collective contract legally concluded;
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(F) AAEFIZFERREERE. Hi 4. Where it is necessary for responding to a public health emergency, or
WBZEITH, EEEAEERNLENAE for protecting the life, health or property safety of a natural person in the
; case of an emergency;

3. Where it is necessary for performing a statutory responsibility or
statutory obligation;

@m}

(X)) EBAEN E S IBH BRI AL IR 5. Where the personal information is processed within a reasonable scope
PABTTATFHEEMEZR AT to carry out any news reporting, supervision by public opinions or any
UNELSS other activity for public interest purposes;

(£) AR 1TBUE A FLE R EALIB .,

IRBASEEMAFENE, ANEPAE BN 6. Where the personal information, which has already been disclosed

MEEMNMEE, BE2ENZE"NEE by the individual or otherwise legally disclosed, is processed within a
FUUNFEBEN, TEREMMEE, reasonable scope and in accordance with this Law; or

7. Any other circumstance as provided by law or administrative regulations.

Personal consent shall be obtained for the processing of personal
information as required by the other provisions of this Law, but where
any of the preceding ltems 2 to 7 is applicable, personal consent

is not required.

ETPARBLEBENAEEN, ZREN Article 14: Where personal information is to be processed based on
YR MEZD BRI TER. B consent of an individual, such consent shall be a voluntary and explicit

{EH, AR TTBUEMAELENAEE indication of intent given by such individual on a fully informed basis.
MEBEMALMRERE PARE, Where specific consent or written consent shall be obtained from
MEAMTE. individuals for the processing of their personal information as provided by

any law or administrative regulations, such provision shall prevail.

MAEBRIALIERE, 4LIET7 AT IRA]

PMAEEMLLETER, NEEHES In the event of any change of the purpose or method of processing or the

PARE, type of personal information to be processed, personal consent shall be
obtained again.
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Article 15: Individuals shall have the right to withdraw their consent to
the processing of their personal information carried out based on their
consent. Personal information handlers shall provide an easy way to
withdraw consent.

A withdrawal of consent by individuals shall not affect the validity of any
activity of processing of their personal information already carried out
before the withdrawal based on their consent.

Article 16: Personal information handlers shall not refuse to provide a
product or service to individuals on the grounds that they do not consent
to the processing of their personal information or they withdraw their
consent, unless the processing of personal information is necessary for
providing the product or service.

Article 17: Personal information handlers shall, before processing personal
information, explicitly notify individuals truthfully, accurately, and fully of
the following items using clear and easily understood language:

The name or personal name and contact method of the personal
information handler;

The purpose of personal information processing and the processing
methods, the categories of handled personal information, and the
retention period;

The method and procedure for individuals to exercise the rights provided
in this Law;

Other items that laws or administrative regulations provide shall be
notified.

Where a change occurs in the matters provided in the previous paragraph,
individuals shall be notified about the change.

Where personal information handlers notify the matters as provided in
paragraph | through the method of formulating personal information
processing rules, the processing rules shall be made available to the public
and convenient to access and store.

Article 18: A personal information handler who is to process personal
information of an individual may be allowed not to inform the individual
of any matter stated in the first paragraph of the preceding Article if
such matter shall be kept confidential or is not required to be disclosed
according to law or administrative regulations.

If, for the protection of life, health or property safety of a natural person
in the case of an emergency, an individual cannot be informed in a
timely manner, the individual shall be informed in a timely manner by the
personal information handler after the emergency is cleared.

Article 19: Except where laws or administrative regulations provide
otherwise, personal information retention periods shall be the
shortest period necessary to realize the purpose of the personal
information processing.
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Article 20: Two or more personal information handlers who jointly decide
on the purpose and method of the processing of personal information
shall agree on their respective rights and obligations in the joint
processing, but such agreement shall not affect the right of individuals to
exercise their rights provided for by this Law against any of the personal
information handlers.

Personal information handlers who jointly process personal information
shall be liable jointly and severally under the law for any damages caused
due to an infringement of personal rights and interests in their joint
processing of personal information.

Article 21: A personal information handler contracting the processing of
personal information to another party shall agree with the contracted
processor on the purpose, period, and method of the contracted
processing, the type of personal information to be processed, any
protection measure to be taken, and the rights and obligations of both
parties, etc., and supervise the activities of processing of personal
information carried out by the personal information processor.

Personal information processor shall process personal information as
agreed, and shall not process personal information beyond the agreed
purpose and method of the contracted processing; if the contract of the
contracted processing fails to become effective, becomes null and void, or
is cancelled or terminated, the personal information processor shall return
the personal information to the contracting personal information handler
or delete it, and shall not retain such information.

Without the approval of the contracting personal information handler,
the personal information processor shall not subcontract the contracted
processing of personal information to any other person.

Article 22: A personal information handler who needs to transfer personal
information of any individual due to a merger, division, dissolution,
declared bankruptcy or any other reason shall inform the individual of the
organizational or personal name and contact information of the receiving
party. The receiving party shall continue to perform obligations of the
personal information handler. For any change of the original purpose or
method of processing, the receiving party shall obtain consent from the
individual anew in accordance with this Law.

Article 23: Where personal information handlers provide other personal
information handlers with the personal information they process, they
shall notify individuals about the name or personal name of the recipient,
their contact information, the processing purpose, processing method,
and personal information categories, and obtain separate consent from
the individual. Recipients shall process personal information within the
above mentioned scope of processing purposes, processing methods,
personal information categories, etc. Where recipients change the original
processing purpose or processing methods, they shall again obtain the
individuals consent.

Guide to China’s Personal Information Protection Law (PIPL) « 31



F %X PABRLEENAIAEGR
HITAMOREK, NSRIDRRAVBAE
MERRNF, RIE, FMERIPAER SN
FERHFMEFITTIEENERFIE,

B BORKE T AR DPARITEESHE

%, BALEH, NEFEAERETHNED
ABHERIEY, & R DARBERENE
#773,

B BFORE T MEE R PANGE B E
REMEIRTE, PABRERPAEBL
BE TG, FAPUELENARGBLLE
FE BN B IR R ELIRTE,

FoTHFK PAGBAEETEATE
AR PAEE, B PARREZAR
)8

FEARF ARG RERKRE.
PAFMIRFNRE, NENEF LR Z S
PR, ETEREAAE, FREEE
BT IRIR, PTREN PARK. F11R
AMERRBEER TR L AL EMAR, T
SRTEMBBN; B PARIRFZAR
o

FE-TER PAERAEETNESE

HSBEERALE PABITATREREMESR
BEARITHDAER: DARBIELME
S PAEBALIRELIRE AT PAE
B WPAREEEAZME), R KR
RENEBSPARE,

F-T FRDAEEHLIEAN

FET)\FK FRNIAGER—BEMER
FIDEER, BHSHBAANARE™
XEREXEAG. MFrZ2XEEEN
PAEE, BEEYRA. REBEM. FE
. ErrRRE. &BKS. THRENLE
=8, MEAHETIEZRKFEANDA

=
=/Cho

RETEAAHENBRNMIEDHLEE,
FREFARFRIPFEBOBE T, DAGER
RLFRETT AT R GURAAE B

FTNE LEBEGRNIAGENLERE
PARBREE; AR TTHOAAMEL
BHEERNAGENSBEPERZN, M
HME,

Article 24: When personal information handlers use personal information
to conduct automated decision-making, the transparency of the decision-
making and the fairness and justice of the processing result shall be
guaranteed, and they may not engage in unreasonable differential
treatment of individuals in trading conditions such as trade price, etc.

Those conducting information push delivery or commercial sales
to individuals through automated decision-making methods shall
simultaneously provide the option to not target an individual’s
characteristics, or provide the individual with a convenient
method to refuse.

When the use of automated decision-making produces decisions with a
material influence on the rights and interests of the individual, they have
the right to require personal information handlers to explain the matter,
and they have the right to refuse that personal information handlers make
decisions solely through automated decision-making methods.

Article 25: Personal information handlers may not disclose the personal
information they process; except where they obtain separate consent.

Article 26: The installation of image collection or personal identity
recognition equipment in public venues shall occur as required to
safeguard public security and observe relevant State regulations, and clear
indicating signs shall be installed. Collected personal images and personal
distinguishing identity characteristic information can only be used for

the purpose of safeguarding public security; it may not be used for other
purposes, except where individuals’ separate consent is obtained.

Article 27: Personal information handlers may, within a reasonable scope,
process personal information that has already been disclosed by the
person themselves or otherwise lawfully disclosed, except where the
person clearly refuses. Personal information handlers processing already
disclosed personal information, where there is a major influence on
individual rights and interests, shall obtain personal consent in accordance
with the provisions of this Law.

Section II: Rules of Processing Sensitive Personal Information

Article 28: Sensitive personal information means personal information
that, once leaked or illegally used, may easily cause harm to the dignity
of natural persons grave harm to personal or property security, including
information on biometric characteristics, religious beliefs, specially-
designated status, medical health, financial accounts, individual location
tracking, etc., as well as the personal information of minors under the
age of 14.

Only where there is a specific purpose and a need to fulfill, and under
circumstances of strict protection measures, may personal information
handlers process sensitive personal information.

Article 29: To process sensitive personal information, the individual’s
separate consent shall be obtained. Where laws or administrative
regulations provide that written consent shall be obtained for processing
sensitive personal information, those provisions are to be followed.
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Article 30: Personal information handlers processing sensitive personal
information, in addition to the items set out in Article 17 paragraph | of
this Law, shall also notify individuals of the necessity and effects on the
individual's rights and interests of processing the sensitive personal
information, except where this Law provides that it is permitted not to
notify the individual.

Article 31: Where personal information handlers process the personal
information of minors under the age of 14, they shall obtain the consent of
the parent or other guardian of the minor.

Where personal information handlers process the personal information
of minors under the age of 14, they shall establish specialized personal
information processing rules.

Article 32: Where laws or administrative regulations provide that relevant
administrative licenses shall be obtained or other restrictions apply to
the processing of sensitive personal information, those provisions are
followed.

Section Ill: Special Provisions on Processing of Personal Information by
State Agencies

Article 33: This Law applies to State organs’ activities of processing
personal information; where this Section contains specific provisions, the
provisions of this Section apply.

Article 34: State organs processing personal information to fulfill their
statutory duties and responsibilities shall conduct them according to the
powers and procedures provided in laws or administrative regulations;
they may not exceed the scope or extent necessary to fulfill their statutory
duties and responsibilities.

Article 35: State organs processing personal information for the purpose of
fulfilling statutory duties and responsibilities shall fulfill notification duties,
except where circumstances as provided in Article 18, paragraph |, of this
Law exist, or where notification will impede State organs’ performance of
their statutory duties.

Article 36: Personal information processed by State organs shall be stored
within the mainland territory of the People’s Republic of China. If it is
necessary to provide it abroad, a security assessment shall be undertaken.
Relevant authorities may be requested to support and assist with security
assessment.

Article 37: The provisions of this Law regarding personal information
processing by State organs apply to organizations processing personal
information in order to fulfill their duties while performing functions
related to managing public affairs as authorized by laws and
administrative regulations.

Guide to China’s Personal Information Protection Law (PIPL) « 33



B=F PMAGEBRRANAN

Chapter llI: Rules on the Cross-Border Provision of Personal
Information

F=1)\F PAESAERERLSER
2, IHEAREARKFMERIMEE DA
FEM, NEAEENIIFRFZ—:

() REBASEF O+ A EBLER
M{EEBI TLALR R T 21Tk

(2) HRERMEIINAEL LA
MHEITPAR SR IAL;

(Z) RREXMEEBIIFIE IR AR R
S5RIMENATILA R, 495 X7 89K
X 55

() &2, TTBUOEAREERMIEER]
HLTE B ELA 5 A
i N\RHEMESERESIMNERRFR
), hE N AP HEARLMERIMEHAD
AEEHXEEBITED, AIARIREN
ENITo
PAEBAIRER LRI L B, (RIE
BIMRIOTALEDAE B RE SR EA
EMERDAE BRI,

F=TNE PAEEBLEERFLEAR
HMERSMEHADAGE R, HZADA
ERRINRWT ) BIRE LR, BRETS
. AIERE, AR R PABERRRR
ARAARBIRINEW T ITEAE A E
ME S AMEFFED, FREPANE
JRRIE,

FE+5 AREBEMIREEEE ML
EMAERRHERMEEIAEHRE
MPABEBAIEE, NUBEPLARK
FER R =ML DA BFEEE
M. BRERIMEHD, MBI EZRMN
SEIVARM R 2 VAR TTHUEM
FAEZRMEER T E A THITR 21F
e, MEHAE,

F+—% REARKMEEZENRE
BEREZRMPEARKNESG EHES
IERRRL). E, HERRFEER
FRO, Ab32SNE RESKE HUEHN A X T2
HEETERDAERMER, FEH4E
AREMETENAALAE, PABEBLLIE
BN RRASNERDERE AR K TF
fETHEARKMESENHPAE S,

Article 38: Where personal information handlers need to provide personal
information outside the borders of the People’s Republic of China for
business or other such requirements, they shall meet one of the following
conditions:

Passing a security assessment organized by the State cyberspace
administration according to Article 40 of this Law;

Undergoing personal information protection certification conducted
by a specialized body according to provisions by the State cybersecurity
and informatization department;

Concluding a contract with the foreign receiving side in accordance with
a standard contract formulated by the cyberspace and informatization
department, agreeing upon the rights and responsibilities of both sides;

Other conditions provided in laws or administrative regulations or by
the State cybersecurity and informatization department.

Where treaties or international agreements that the People’s Republic

of China has concluded or acceded to contain provisions such as
conditions on providing personal data outside the borders of the People’s
Republic of China, it is permitted to act according to those provisions.

Personal information handlers shall adopt necessary measures to ensure
that foreign receiving parties’ personal information processing activities
reach the standard of personal information protection provided in this Law.

Article 39: Where personal information handlers provide personal
information outside of the borders of the People’s Republic of China,
they shall notify the individual about the foreign receiving side’s name

or personal name, contact method, processing purpose, processing
methods, and personal information categories, as well as ways or
procedures for individuals to exercise the rights provided in this Law with
the foreign receiving side, and other such matters, and obtain individuals’
separate consent.

Article 40: Critical information infrastructure operators and personal
information handlers processing personal information reaching quantities
provided by the State cyberspace administration shall store personal
information collected and produced within the borders of the People’s
Republic of China domestically. Where they need to provide it abroad,
they shall pass a security assessment organized by the State cybersecurity
and informatization department; where laws or administrative regulations
and State cyberspace administration provisions permit that security
assessment not be conducted, those provisions are followed.

Article 41: Competent authorities of the People’s Republic of China,
according to relevant laws and treaties or international agreements that
the People’s Republic of China has concluded or acceded to, or according
to the principle of equality and mutual benefit, are to handle foreign
judicial or law enforcement authorities’ requests regarding the provision
of personal information stored domestically. Without the approval of

the competent authorities of the People’s Republic of China, personal
information handlers may not provide personal information stored within
the mainland territory of the People’s Republic of China to foreign judicial
or law enforcement agencies.
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Article 42: Where foreign organizations or individuals engage in personal
information processing acts violating personal information rights and
interests of citizens of the People’s Republic of China, or harming the
national security or public interest of the People’s Republic of China,

the State cyberspace administration may put them on a list limiting or
prohibiting personal information provision, issue a warning, and adopt
measures such as limiting or prohibiting the provision of personal
information to them, etc.

Article 43: Where any country or region adopts discriminatory prohibitions,
limitations or other similar measures against the People’s Republic of
China in the area of personal information protection, the People’s Republic
of China may adopt retaliatory measures against said country or region on
the basis of actual circumstances.

Chapter IV: Rights of Individuals in Activities of Processing of
Personal Information
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Article 44: Individuals have the right to know and the right to decide
relating to their personal information, and have the right to limit or refuse
the processing of their personal information by others, unless laws or
administrative regulations stipulate otherwise.

Article 45: Individuals have the right to access and copy their personal
information from personal information handlers, except in circumstances
provided in Article 18, paragraph |, or Article 35 of this Law.

Where individuals request to access or copy their personal information,
personal information handlers shall provide it in a timely manner.

Where individuals request that their personal information be transferred to
a personal information handler they designate, meeting conditions of the

State cybersecurity and informatization department, personal information
handlers shall provide a channel to transfer it.

Article 46: Where individuals discover their personal information

is incorrect or incomplete, they have the right to request personal
information handlers correct or complete their personal information.
Where individuals request to correct or complete their personal
information, personal information handlers shall verify the personal
information and correct or complete it in a timely manner.

Where individuals request to correct or complete their personal
information, personal information handlers shall verify the personal
information and correct or complete it in a timely manner.
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Article 47: Personal information handlers shall actively delete personal
information where one of the following circumstances occurs; if the
personal information handler has not deleted, individuals have the right
to request deletion:

The processing purpose has been achieved, is impossible to achieve,
or [the personal information] is no longer necessary to achieve the
processing purpose;

Personal information handlers cease the provision of products or services,
or the retention period has expired;

The consent is withdrawn by the individual;

Personal information handlers process personal information in violation
of laws, administrative regulations, or agreements;

Other circumstances provided by laws or administrative regulations.

Where the retention period provided by laws or administrative regulations
has not expired, or personal information deletion is technically hard to
realize, personal information handlers shall cease personal information
processing except for storage and taking necessary security protective
measures.

Article 48: Individuals have the right to request personal information
handlers explain personal information processing rules.

Article 49: When a natural person is deceased, their next of kin may, for the
sake of their own lawful, legitimate interests, exercise the rights provided in
this Chapter to access, copy, correct, delete, etc., the personal information
of the deceased, except where the deceased has arranged otherwise
before their death.

Article 50: Personal information handlers shall establish convenient
mechanisms to accept and handle applications from individuals to
exercise their rights. Where they reject individuals’ requests to exercise
their rights, they shall explain the reason.

Where personal information handlers reject individuals’ requests to
exercise their rights, individuals may file a lawsuit with a People’s Court
according to the law.
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Article 51: Personal information handlers shall, on the basis of the
personal information processing purpose, processing methods, personal
information categories, as well as the influence on individuals’ rights

and interests, possibly existing security risks, etc., adopt the following
measures to ensure personal information processing conforms to

the provisions of laws and administrative regulations, and prevent
unauthorized access as well as personal information leaks, distortion, or
loss:

1. Formulating internal management structures and operating rules;

2. Implementing categorized management of personal information;

3. Adopting corresponding technical security measures such as
encryption, de-identification, etc.;

4. Reasonably determining operational limits for personal information
processing, and regularly conducting security education and training
for employees;

5. Formulating and organizing the implementation of personal information
security incident response plans;

6. Other measures provided in laws or administrative regulations.

Article 52: Personal information handlers who process personal
information reaching quantities provided by the State cyberspace
administration shall appoint personal information protection officers,
responsible for conducting supervision of personal information processing
activities as well as adopted protection measures, etc.

Personal information handlers shall disclose the methods of contacting
personal information protection officers, and report the names of the
officers and contact methods to the authority performing personal
information protection duties.

Article 53: Personal information handlers outside the borders of the
People’s Republic of China, as provided in Article 3, paragraph Il, of this
Law, shall establish a dedicated entity or appoint a representative within
the borders of the People’s Republic of China to be responsible for matters
related to the personal information they process, and are to report the
name of the relevant entity or the name and contact method, etc,,

of the representative to the authority performing personal information
protection duties.

Article 54: Personal information handlers shall regularly engage in audits
of their personal information processing and compliance with laws and
administrative regulations.

Article 55: When one of the following circumstances is present, personal
information handlers shall conduct a personal information protection
impact assessment in advance, and record the processing situation:

1. Processing sensitive personal information;

2. Using personal information to conduct automated decision-making;

3. Entrusting personal information processing, providing personal
information to other personal information handlers, or disclosing
personal information;

4. Providing personal information abroad; 5.0ther personal information
processing activities with a major influence on individuals.
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Article 56: The content of the personal information protection impact
assessment shall include:

Whether or not the personal information processing purpose, processing
method, etc., are lawful, legitimate, and necessary;

The influence on individuals’ rights and interests, and the security risks;

Whether protective measures undertaken are legal, effective, and suitable
to the degree of risk.

Personal information protection impact assessment reports and
processing status records shall be preserved for at least three years.

Article 57: Where a personal information leak, distortion, or loss occurs
or might have occurred, personal information handlers shall immediately
adopt remedial measures, and notify the authority performing personal
information protection duties and the individuals. The notification shall
include the following items:

The information categories, causes, and possible harm caused by the leak,
distortion, or loss that occurred or might have occurred;

The remedial measures taken by the personal information handler and
measures individuals can adopt to mitigate harm;

Contact method of the personal information handler.

Where personal information handlers adopt measures that are able to
effectively avoid harm created by information leaks, distortion, or loss,
personal information handlers are permitted to not notify individuals;
however, where authority performing personal information protection
duties believe harm may have been created, they may require personal
information handlers to notify individuals.

Article 58: Personal information handlers providing important Internet
platform services, who have a large number of users, and whose business
models are complex shall fulfill the following obligations:

1. Establish and complete personal information protection compliance
structures and systems according to State regulations, and establish an
independent body composed mainly of outside members to supervise
personal information protection circumstances;

2. Abide by the principles of openness, fairness, and justice; formulate
platform rules; and clarify the standards for intra-platform product or
service providers’ processing of personal information and their personal
information protection duties;

3. Stop providing services to product or service providers on the platform
that seriously violate laws or administrative regulations in processing
personal information;

4. Regularly release personal information protection social responsibility
reports, and accept society’s supervision.

Article 59: Entrusted persons accepting entrusted processing of personal

information shall, according to the provisions of this Law and relevant laws
and administrative regulations, take necessary measures to safeguard

the security of the personal information they process, and assist personal

information handlers in fulfilling the obligations provided in this Law.
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Article 60: The State cyberspace administration is responsible for
comprehensive planning and coordination of personal information
protection work and related supervision and management work.

Relevant authorities under the State Council are responsible for personal
information protection, supervision, and management work within their
respective scope of duties and responsibilities, according to the provisions
of this Law and relevant laws and administrative regulations.

County-level and higher People’'s Governments’ relevant departments’
personal information protection, supervision, and management duties and
responsibilities are determined according to relevant State regulations.

Authorities specified in the preceding two paragraphs shall be collectively
referred to authorities performing personal information protection duties.

Article 61: Authorities performing personal information protection duties
shall perform the following personal information protection duties:

1. Conducting awareness and education activities for personal information,
and guiding and supervising personal information handlers’ conduct in
personal information protection;

2. Accepting and processing personal information protection-related
complaints and reports;

3. Organizing the testing and evaluation of the personal information
protection situation within their application programs, etc., and
disclosing the results;

4. Investigating and processing unlawful personal information
processing activities;

5. Other duties provided in laws or administrative regulations.

Article 62: The State cyberspace administration shall organize and
coordinate relevant authorities in promoting the following personal
information protection work:

Formulate concrete personal information protection rules and standards;

Formulate specialized personal information protection rules and standards
for small-scale personal information handlers, new technologies and new
applications regarding sensitive personal information, facial recognition,
artificial intelligence, etc.;

3.Support the research, development, and broad adoption of secure and
convenient electronic identity authentication technology, and promote the
construction of public online identity authentication services;

4.Advance the construction of a socialized service systems for personal
information protection, and support relevant organizations to launch
personal information protection evaluation and certification services;

5.Improve the complaints and reports mechanism for personal
information protection.
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Article 63: An authority performing personal information protection
duties may adopt the following measures when performing its personal
information protection duties:

Interviewing relevant concerned parties, and investigating circumstances
related to personal information processing activities;

Consulting and reproducing a concerned party’s contracts, records,
receipts as well as other relevant material related to personal information
processing activities;

Conducting on-site inspections, and conducting investigations of
suspected unlawful personal information processing activities;

Inspecting equipment and articles relevant to personal information
processing activities; and when there is evidence the equipment or articles
are used to engage in illegal personal information processing activities,
after reporting to their department’s main person responsible in writing
and receiving approval, they may seal or confiscate it.

Where authority performing personal information protection duties
perform their duties according to the law, concerned parties shall provide
assistance and cooperation, and they may not obstruct or impede them.

Article 64: Where authority performing personal information protection
duties discover relatively considerable risks exist in personal information
processing activities or personal information security incidents occur,

the authority may, in accordance with its authority and procedure as
prescribed, conduct a talk with the personal information handler’s legal
representative or main person responsible, or require personal information
handlers to entrust specialized institutions to conduct compliance

audits of their personal information processing activities. Personal
information handlers shall adopt measures to rectify and eliminate

any hazard as required.

Where authority performing personal information protection duties
discover in the course of their duties discover unlawful processing of
personal information that is suspected of being involved in a crime, the
authority shall promptly refer the matter to public security authorities
for legal handling.

Article 65: Any organization or individual shall have the right to file a
complaint or report about unlawful personal information processing
activities with authority performing personal information protection duties.
Authorities receiving complaints or reports shall process them promptly in
accordance with the law, and notify the complaining or reporting person
of the result.

Authority performing personal information protection duties shall publish
contact information to receive complaints and reports.
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Article 66: Anyone processing personal information in violation of this Law
or failing to perform any obligation of personal information protection
specified in this Law in the processing of personal information will be
ordered to make a correction, given a warning, and confiscated of any
illegal gain by the authorities performing personal information protection
duties, and any application program that unlawfully processes personal
information will be ordered to suspend or terminate its services; and
where the correction is refused, a fine of not more than CNY 1 million will
be imposed; the directly responsible person in charge and other directly
responsible personnel will be fined between CNY 10,000 and

CNY 100,000.

Where the circumstances of the unlawful acts mentioned in the preceding
paragraph are grave, the violator will be ordered to make a correction,
confiscated of any illegal again, and fined up to CNY50 million, or 5%

of last year’s annual revenue by the authorities performing personal
information protection duties at the provincial level or above; and may
also be ordered to suspend any related activity or to suspend business for
rectification, and/or be reported to the relevant authority for the revocation
of the related business permit or the business license; and any person in
charge or any other individual directly liable for the violation will be fined
between CNY100,000 and CNY1 million and may also be banned for a
certain period of time from serving as a director, supervisor, senior officer
or personal information protection officer of a relevant enterprise.

Article 67: Any unlawful activity specified in this Law if committed shall be
entered into credit files as provided by relevant laws and administrative
regulations, and be disclosed to the public.

Article 68: Where any State organ fails to perform personal information
protection duties as provided in this Law, its superior organ or the
authorities performing personal information protection duties shall order
correction; the directly responsible person in charge and other directly
responsible persons are to be disciplined according to the law.

Any personnel of an authority performing personal information

protection duties who commits any neglect of duty, abuse of authority, or
misconduct for personal gains which does not constitutes a crime shall be
subject to disciplinary sanctions according to the law.

Article 69: Where any damages are caused due to an infringement of
personal information rights and interests in the processing of personal
information, the infringing personal information processor if unable to
prove no fault on its/his/her part shall bear tort liability, including the
liability for damages.

The liability for damages specified in the preceding paragraph shall be
determined according to the resulting loss to the individual or the gains
derived by the infringing personal information handler; or the amount of
damages shall be determined based on the actual situation if such losses
or gains are difficult to be ascertained.
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FETH PAEEABEERIENE Article 70: Where personal information handlers process personal

WIBPARE, RERZ DARNEGR, information in violation of the provisions of this Law, infringing on the rights
AERRRRT., JEEIER)E T E ELA S and benefits of many individuals, the People’s Procuratorates, statutorily
EZRKME 50118 BB R ] BMREMR A designated consumer organizations, and organizations designated by the
ROEBTHREIUFIA, State cyberspace administration may file a lawsuit with a People’s Court

according to the law.

FL+—% BERAENE, MEERE Article 71: Any violation of this Law that constitutes a violation of public
ZERITAN, AL TIa LB IR security administration shall be subject to penalty under public security
MAILER, KOEEBRASERA, administration rules according to the law; and any such violation that

constitutes a criminal offence shall be investigated for criminal liability
according to the law.

FIN\E M Chapter VIlI: Supplemental Provisions

FET2% BAAERNARERESS Article 72: This law does not apply to processing personal information by
WIENPABER, PERARE, natural persons for personal or family affairs.
EENERARBITREGRIIIEHR Where law contains provisions on personal information processing
SRS, MREREDFHIAGE by People’s Governments at all levels and relevant departments and
WBEHER, EBRAEHE. organizations implementing statistical and archival management activities,

those provisions apply.

FLT=5 NETHAEBENZ N Article 73: The following terms of this Law are defined as follows:

() PAEBALERE, 2EBEDAGEEL “Personal information handler” refers to organizations and individuals that,
BEDTFEIRELNEER, BT in personal information processing activities, autonomously determine
HZH DA processing purposes.

(=) Bahfrss, EFEEBMITEVIER “Automated decision-making” refers to the use of computer programs to
B o7, IHE DARIT IR, MBZ automatically analyze or assess individual behaviors and habits, interests
W E AR B, ERWRE, HHETT and hobbies, or situations relating to finance, health, or credit status, etc.,
REENEDD, and engage in decision-making activities.

(=) &R, REDAEERZTAIE, “De-identification” refers to the process of personal information
FEETEPIIMEENER T TER undergoing processing to ensure it is impossible to identify specific
B E BAARITIE, natural persons without the support of additional information.

(M) B, BREMEELINET 4."Anonymization” refers to the process of personal information
EIRRIRE B AN BT EEE RAVTIE, undergoing processing to make it impossible to distinguish specific

natural persons and impossible to restore.

FHTNE AEAE2021F11 18 E N Article 74: This Law shall enter into force on November 1, 2021.
T,
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