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In the previous article of this series, we have discussed how Internet medical 
enterprises legally collect healthcare data under the circumstance that a 
multinational medical product manufacturer uses its internal data platform to 
achieve data interconnection and information sharing.

Following the part one in this series, this article will continue to discuss the healthcare data compliance 
issues involved in the second step of the data flow chart below, i.e., how to legally store and share personal 
healthcare data within the People’s Republic of China (“PRC”).
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1. How to legally store personal healthcare  
data by a domestic subsidiary?

In the past cases we have handled, the domestic 
subsidiaries usually stored the personal healthcare 
data in domestic servers for further data processing. 
Regarding the storage of the personal healthcare 
data, based on our experiences in previous projects, 
we briefly summarize the key compliance elements 
under this step as follows:

1.1 What are the timing-related requirements 
for data storage?

1. In general, the personal healthcare data 
collected by a domestic subsidiary shall be 
stored for the minimum period necessary for the 
purpose of use as authorized by the individual 
client, unless otherwise required by law or 
agreed by the client. This means that the life 
cycle of the personal healthcare data storage 
shall be limited to the purpose of its use.

2. If the storage period is expired, the domestic 
subsidiary will lose the ground for storing 
the personal healthcare data. Therefore, the 
domestic subsidiary shall delete, destroy or 
anonymize the stored personal healthcare data.

1.2 What measures should the domestic 
subsidiary take to ensure the security of the 
stored data?

1. De-identification. After collecting the personal 
healthcare data, the domestic subsidiary 
shall take strict protection measures, such as 
desensitization by means of de-identification, 
and store the information that can be used to 
recover identifying individuals separately from 
the de-identified information.

2. Encryption. In view of the sensitivity and highly 
privacy of the personal healthcare data, in 
addition to the de-identification measure, the 
domestic subsidiary may also encrypt the 
data by technical and managerial means, such 
as encryption of the storage device and the 
channels to access such sensitive data.

3. Additional security measures for original 
personal biometric information (such as samples 
and images of personal biometric information). 
In principle, original personal biometric 
information shall not be stored according to 
applicable law. However, if it is necessary to 
store personal biometric information due to the 

nature of the business, the domestic subsidiary 
shall take additional security measures, including 
but not limited to:

a. Only storing the summary information of 
personal biometric information; and

b. Immediately deleting the original images from 
which personal biometric information can 
be extracted after such personal biometric 
information is used for identity recognition  
or authentication.

1.3 How to deal with stored personal healthcare 
data when a domestic subsidiary cease  
to operate?

When a domestic subsidiary cease to operate  
for whatever reason, for the collected and  
stored personal healthcare data, the domestic 
subsidiary shall:

1. Immediately cease all collection and storage 
action; and

2. Delete, destroy or anonymize the stored 
personal healthcare information.

In the meantime, we suggest that the domestic 
subsidiaries should give notice of the cessation to 
their individual customers one by one or by other 
means capable of making their customers aware of 
the cessation (e.g., publishing in newspapers  
or by public announcements).
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2. How does a domestic subsidiary legally share 
personal healthcare data within the PRC?

In practice, due to its business requirements, 
domestic subsidiary often needs to upload the 
collected personal healthcare data to the domestic 
data centers and grant permission to third parties t 
o log in and obtain such data. Given this,  
what compliance requirements should domestic 
subsidiary pay attention to under data  
sharing condition?

2.1 What are the basic principles and 
requirements for the domestic sharing of 
personal healthcare data?

1. Obtaining individual client’s explicit and  
separate consent in advance.

The domestic subsidiary shall inform the 
sharing object, sharing purpose, sharing 
means, type of the data recipient and possible 
consequences to individual clients and obtain 
their separate consent in advance. However, the 
domestic subsidiary is not required to obtain 
such individual’s prior consent under certain 
circumstances, such as:

a. The information must be disclosed in order to 
fulfill its obligations under laws and regulations.

b. The information is directly related to national 
security and national defense security.

c. The information is directly related to public 
security, public health and major public interests.

d. For the purpose of safeguarding the life, 
property and other important legitimate rights 
and interests of the clients or other individuals 
while it is difficult to obtain the authorization of 
the clients or other individuals.

2. Being purpose-oriented and sufficiently 
necessary for sharing.

According to the Personal Information Protection 
Law, no personal information processor may 
process sensitive personal information unless 
it is for a specific purpose and is of sufficient 
necessity. Returning to our case, given that the 
personal healthcare data of the individual client 
belongs to sensitive personal information, the 
domestic sharing of the personal healthcare 
data shall satisfy the preconditions of "for a 
specific purpose" and "of sufficient necessity". 
In General, the business transactions and 
cooperation among the affiliated companies 
of the group as displayed in the chart may 
be deemed as the condition of "for a specific 
purpose and is of necessity".

3. Taking strict protection measures.

In order to protect the integrity and 
confidentiality of the personal healthcare data 
during the sharing process, measures such as 
de-identification before sharing, adopting cipher 
technology during sharing and strict control of 
the sharing device should be taken.

4. Maintaining accurate record. Domestic 
subsidiary shall accurately record and store the 
sharing condition of the personal healthcare 
data, including the sharing date, scale, purpose, 
as well as the basic information of the data 
recipient, in case of the client's backtracking or 
relevant authority's inspection.
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2.2 For the purpose of self-protection and risk 
reduction, what are the special precautions 
to be taken by the domestic subsidiary 
when sharing the personal healthcare data 
within the PRC?

1. The security assessment needs be conducted 
before the sharing, and protective measures 
needs to be taken before, during and after the 
sharing based on the assessment results.

2. If it is found that the data recipient processing 
the shared personal healthcare data is in 
violation of the law or the agreement between 
the parties, the domestic subsidiary shall 
immediately require the data recipient to stop all 
illegal or non-compliant acts, and take or require 
the data recipient to take remedial measures 
(such as changing passwords, disconnecting 
the network, etc.) to reduce or eliminate the 
security risks to the personal healthcare data. 
If necessary, the domestic subsidiary needs to 
terminate the businesses relationship with the 
data recipient and require the data recipient to 
delete the personal healthcare data obtained 
before in a timely manner.

3. Once the individual client’s rights and interests 
are infringed during the data sharing process, 
the domestic subsidiary shall bear the 
corresponding liability for damages. Therefore, 
when sharing the personal healthcare data, we 
suggest that the domestic subsidiary and the 
data recipient to jointly determine the security 
requirements for the personal healthcare data 
protection, to specify the responsibilities and 
obligations respectively, and to inform the 
clients clearly, so as to reduce the risks and 
losses caused by the non-compliance of the 
data recipient.

To sum up:

the domestic subsidiary shall pay attention to the 
compliance and performance of the obligation 
to maintain the client's data security and privacy 
security in the process of storing and sharing the 
personal healthcare data domestically. And it shall 
maintain the compliance and legitimacy of the data 
processing at all times while achieving its business 
purpose and pursuing business value. This article 
is the second article in a series on healthcare 
data compliance, and we will further analyze and 
discuss the data compliance issues involved in the 
subsequent steps under the data flow chart on the 
first page. Please kindly follow up the next part  
of the series.
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