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Health and safety measures on return to work

» General duty to take all precautions reasonable in circumstances under
OHS legislation across Canada

e Public health guidance likely considered a “reasonable precaution”

o But: Safety precautions must be balanced against privacy interests
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What are employers implementing on return to work?

» Active screening (questionnaires)
o Currently recommended by public health authorities

« Public health guidance may create a reasonable purpose for
collection, but the information collected must itself be reasonable

e Screening questions should be based on current health guidance

« Temperature and thermal screening
« Blanket health-related testing is generally not permissible

e |tis more acceptable to test individuals on a case-by-case basis
where an organization has reasonable cause to require a particular
person to have their temperature checked

« However, in the exceptional circumstances of COVID-19, it is likely
that an organization’s occupational health and safety obligations may
justify temperature screening
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What are employers doing? (cont’d)

« Contact tracing

« Organizations should not promote or recommend a contact tracing
app without understanding how it incorporates privacy principles

« Organizations should inform individuals about how their information
may be used and of the privacy risks associated with the use of
contact tracing apps

e Organizations which are using a third-party contact tracing app should
have detailed and specific agreements in place that include provisions
In respect of data sharing, data use, and data security

e Consider “old school”, easier to implement solutions: Logbook
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Privacy related regulatory and litigation risks

e Security safeguard obligations are higher for sensitive personal information
« Limit the individuals who have access to the information;
« Ensure that all electronic and physical storage is protected.

* Regulatory risk:

« Any individual (employee, customer, activist) can make a compliant to the
Privacy Commissioner against a business — they do not have to be affected by
the conduct to complain

 Mandatory breach reporting of any breaches of security safeguards involving
personal information that pose a real risk of significant harm

» Litigation risk:
* Increased risk from data breaches and employee privacy incidents

* Risk of higher damages because of heightened sensitivity of personal
information
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Guiding principles for collecting personal information
of employees

« Before implementing any new COVID related policies involving the collection,
use, or disclosure of personal information an employer should consider:

* Necessity: there must be a clearly defined purpose for the use of the
measure that is necessary for the employer to fulfill its obligations;

 Proportionality: the measure should be targeted so as to be reasonably
proportionate to the privacy of the individual employee;

» Effectiveness: the measure should be shown empirically to be effective at
addressing the issue; and

e Minimal Intrusiveness: the measure should be the least invasive
alternative available

e This means:
* do not engage in over collection of personal information; and
» do not use the personal information for secondary purposes.
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Ways to mitigate risk from a privacy incident

 Privacy impact assessment

 When onboarding a new process or technology engage in a systematic
evaluation of the proposed initiative

* Analyze the risks to privacy and how to manage those risks

 Update privacy policies and training
* Provides notification to employees of new policies for return-to-work
« Demonstrates due diligence

 Update incidence response plan
e Increases incident response time and enhances effectiveness of response

« Ensures that the plan is up-to-date when office may be inaccessible and
employees are working remotely

 Reduces regulatory and litigation risks
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Implementing screening: what should an employer
consider?

* Provide notice or, where necessary, get consent

e Give information about why you are collecting information and how it
will be used

e Assure employees that their information will be protected (and protect
It)

e Collect the information discreetly and respectfully, respond to the
Information respectfully

e Only share the information with necessary personnel

« Consider if there are less intrusive ways to collect the necessary
information (logbooks?)

« Do not keep information indefinitely
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Can an employer disclose an employee’s positive
diagnosis for COVID-19?

» A positive diagnosis in the workplace may, depending on provincial legislation
and orders, trigger reporting requirements to:

e Labour / workplace safety boards,
 Workers’ compensation boards,
* Public health bodies,
 Workplace health and safety member(s), and/or
« Union (if applicable).
» Objective of disclosure is limited to providing potentially exposed employees
with sufficient information to protect themselves from the risk.

 Where possible, avoid disclosing information that might (alone or together with
publicly available information) identify the specific individual(s) who may have
caused the potential workplace exposure risk.
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What about monitoring employees at home?

« Work at home is an extension of the workplace — if you are not
monitoring people in the main workplace, you should not implement
new forms of monitoring at home

* |If evaluate new forms of monitoring for work at home then:
* Notify employees about the program and what information is collected

« Avoid continuous, real-time collection of personal information, such as
keystroke logging or screen capturing

» Avoid collecting more information than necessary.

* Implement training and policies for the employees who will manage
tracking tools

 Log access to the system and periodically review to ensure proper
use

« Periodically evaluate the effectiveness of the program, including
whether there is a less intrusive way of addressing the issues
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Ways to mitigate risk with return-to-work

 Protecting confidential information at home

 Employees working remotely or transitioning back to the office should be
reminded to:

1. Print as few documents as necessary (or none) when working from home;
2. Do not put any documents with confidential information into the garbage

 Follow best practices when engaging in online video conferencing to protect
confidential information

» Protecting electronic devices

« Laptops should be password-controlled and any data stored on a hard drive
should be encrypted

 Employees should be encouraged not to view confidential information on
laptops or cell phone while in public
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Questions?
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Thank you

© 2020 Dentons. Dentons is a global legal practice providing client services worldwide through its member firms and affiliates. This document is not designed to provide legal or
other advice and you should not take, or refrain from taking, action based on its content. We are providing information to you on the basis you agree to keep it confidential. If you
give us confidential information but do not instruct or retain us, we may act for another client on any matter to which that confidential information may be relevant. Please see
dentons.com for Legal Notices.

© 2020 Dentons. Dentons est un cabinet d’avocats mondial qui fournit des services a sa clientele par I'intermédiaire de ses cabinets membres et des membres de son groupe

partout dans le monde. Le présent document n’est pas destiné a servir d'avis d’ordre juridique ou autre et vous ne devriez pas agir, ou vous abstenir d’agir, sur la foi de son
contenu. Nous vous communiquons certains renseignements a la condition que vous conveniez d’en préserver le caractere confidentiel. Si vous nous communiquez des
renseignements confidentiels sans toutefois retenir nos services, il se pourrait que nous représentions un autre client dans le cadre d’'un mandat auquel vos renseignements
confidentiels pourraient servir. Veuillez consulter les avis juridiques a I'adresse dentons.com.
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